
International Journal of AI, Big Data, Computational and Management Studies 

Noble Scholar Research Group | Volume 6, Issue 4, PP 319-335, 2025 

ISSN: 3050-9416 | https://doi.org/10.63282/3050-9416.IJAIBDCMS-V6I4P138  

 

 

 

Original Article 

 

Federated Learning for Privacy-Preserving Fraud 

Detection across Financial Institutions 
 

Sakthi Sankara Balaji Sathyamurthy 

Truist Financial Corporation, USA. 

 

Received On: 11/11/2025           Revised On: 13/12/2025          Accepted On: 25/12/2025          Published On: 30/12/2025 

  

Abstract: Financial fraud has become increasingly sophisticated as digital banking, online payments, fintech platforms, 

and cross-border financial services continue to expand. Conventional fraud detection systems are often limited by 

institutional data silos, where each bank or financial organisation trains models only on its own transaction records. 

This restricts the ability to detect coordinated fraud patterns that move across multiple institutions. However, direct 

sharing of customer transaction data raises serious privacy, regulatory, commercial, and security concerns. Federated 

learning offers a promising solution by allowing financial institutions to collaboratively train fraud detection models 

without transferring raw data outside their local environments. This article examines the use of federated learning for 

privacy-preserving fraud detection across financial institutions. It outlines a framework in which participating 

institutions train local models on private transaction data and share protected model updates for secure aggregation 

into a global fraud detection model. The study further considers privacy-enhancing mechanisms such as secure 

aggregation, differential privacy, encrypted model updates, and model auditing. It also discusses key challenges, 

including non-identically distributed data, communication overhead, model poisoning, inference attacks, regulatory 

compliance, and explainability. The article argues that federated learning can improve collaborative fraud intelligence 

while maintaining stronger data protection, provided that technical safeguards, governance structures, and human 

oversight are properly implemented. The study contributes to the growing discussion on privacy-preserving artificial 

intelligence in financial crime detection and digital banking security. 

 

Keywords: Federated Learning, Fraud Detection, Financial Institutions, Privacy-Preserving Machine Learning, Secure 

Aggregation, Differential Privacy, Financial Crime Analytics, Digital Banking Security, Collaborative Intelligence, 

Financial Technology. 

 

1. Introduction 
Financial fraud remains one of the most persistent risks 

facing modern financial institutions. The expansion of digital 

banking, mobile payments, card-not-present transactions, 

fintech platforms, and real-time payment systems has created 

new opportunities for fraudsters to exploit weaknesses in 

transaction monitoring systems. Fraudulent activities are no 

longer limited to isolated accounts or single institutions. They 

often involve coordinated behaviours across banks, payment 

processors, merchants, devices, and digital identities. As a 

result, fraud detection has become a data-intensive task that 

requires timely access to diverse behavioural and transactional 

patterns. 

 

Traditional fraud detection systems rely on rule-based 

controls, statistical models, anomaly detection, and machine 

learning classifiers. These systems can be useful in identifying 

suspicious activities within a single institution, but they are 

often limited by data silos. Each financial institution usually 

trains and maintains its own fraud detection system using 

internal data only. This creates a narrow view of fraud 

behaviour, especially when criminals move across institutions 

or use multiple accounts and platforms to avoid detection. 

Vanini et al. (2023) noted that online payment fraud requires 

approaches that move beyond isolated anomaly detection and 

connect fraud detection with broader risk management 

practices. Similarly, Cherif et al. (2023) observed that fraud 

detection systems must adapt to changing technologies and 

increasingly complex fraud strategies. 

 

A major challenge is that direct data sharing between 

financial institutions is difficult. Transaction data contains 

sensitive information about customers, accounts, merchants, 

payment behaviour, location patterns, and financial history. 

Sharing such data may expose institutions to privacy breaches, 

regulatory violations, reputational damage, and competitive 

risks. Regulations on data protection and financial privacy 

also limit the extent to which institutions can pool customer-

level datasets for collaborative model training. Although 

centralised fraud detection models may benefit from richer 

datasets, they require sensitive data to be transferred into a 

shared repository, which increases the risks of unauthorised 

access, misuse, and data leakage. 

 

Federated learning offers a practical alternative to 

centralised data sharing. It allows multiple institutions to 

collaboratively train a shared machine learning model while 

keeping raw data within each local environment. In a 

federated setting, each financial institution trains a local 

model using its own private transaction data. Instead of 
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transferring customer records, the institution sends model 

updates to an aggregation server, where updates from 

participating institutions are combined to improve a global 

model. This structure supports collaborative intelligence 

while reducing the need to expose raw financial data. 

McMahan et al. (2017) introduced federated learning as a 

communication-efficient method for training models from 

decentralised data, while Kairouz et al. (2021) identified 

federated learning as a major direction for privacy-preserving 

machine learning across distributed systems. 

 

The relevance of federated learning to fraud detection is 

supported by recent studies. Abdul Salam et al. (2024) applied 

federated learning to credit card fraud detection and showed 

its potential when combined with data balancing techniques. 

Reddy et al. (2024) also examined deep learning-based credit 

card fraud detection in a federated learning setting, 

highlighting the value of decentralised learning for sensitive 

financial data. More recent work has extended this discussion 

by combining federated learning with explainable artificial 

intelligence, graph-based modelling, blockchain, and privacy-

enhancing mechanisms for financial fraud detection (Aljunaid 

et al., 2025; Awosika et al., 2024; Baabdullah et al., 2024; Xia 

et al., 2025). 

 

Despite its promise, federated learning is not free from 

risks. Model updates may still leak information if they are not 

properly protected. Attackers may attempt membership 

inference, model inversion, gradient leakage, poisoning 

attacks, or malicious update manipulation. Zhao et al. (2024) 

noted that federated learning systems require careful attention 

to privacy attacks, defences, applications, and policy 

concerns. Privacy-preserving mechanisms such as secure 

aggregation, differential privacy, secure multiparty 

computation, and encrypted model updates are therefore 

important for financial use cases. Liu et al. (2022) also 

emphasised that privacy-preserving aggregation is central to 

protecting federated learning systems from exposure during 

model update exchange. 

 

This article examines federated learning as a privacy-

preserving approach to fraud detection across financial 

institutions. It focuses on how financial organisations can 

collaborate to improve fraud detection without directly 

sharing raw customer transaction data. The article discusses 

the limitations of centralised and institution-specific fraud 

detection, reviews the role of federated learning in financial 

fraud analytics, and considers technical safeguards needed to 

address privacy and security concerns. It also highlights key 

implementation issues, including data heterogeneity, model 

explainability, communication cost, governance, regulatory 

compliance, and human oversight. 

 

The main contribution of this article is to provide a 

structured discussion of federated learning for cross-

institution fraud detection. It brings together technical, 

privacy, security, and governance perspectives to show how 

financial institutions can benefit from collaborative model 

training while maintaining control over sensitive data. The 

article argues that federated learning can support more 

effective fraud intelligence when combined with appropriate 

privacy mechanisms, transparent model monitoring, and 

institutional accountability. 

 

2. Literature Review 
2.1. Financial Fraud Detection in Digital Banking 

Fraud detection has become a central concern in digital 

finance due to the growing volume, speed, and complexity of 

financial transactions. Banks and payment providers process 

large numbers of transactions across digital channels, 

including mobile banking, online purchases, card payments, 

peer-to-peer transfers, and fintech platforms. These 

transactions generate behavioural and contextual data that can 

be used to identify suspicious patterns. However, fraud 

detection is difficult because fraudulent transactions often 

represent a very small proportion of total transactions, and 

fraud patterns change over time. 

 

Early fraud detection systems relied heavily on fixed 

rules, manual investigation, and expert-defined thresholds. 

Such methods remain useful for known fraud patterns, but 

they often perform poorly when fraudsters change their 

tactics. Machine learning methods have therefore become 

important in financial fraud detection because they can learn 

complex relationships from transaction data. Common 

approaches include logistic regression, decision trees, random 

forests, support vector machines, gradient boosting, neural 

networks, and anomaly detection models. Seera et al. (2024) 

presented an intelligent payment card fraud detection system 

and demonstrated the continuing relevance of machine 

learning methods in payment fraud analytics. 

 

Recent studies have also explored graph-based and deep 

learning methods. Fraud often involves relationships between 

accounts, merchants, devices, addresses, and transaction 

networks. Graph neural networks are useful because they can 

model these relationships rather than treating each transaction 

as an isolated event. Motie and Raahemi (2024) reviewed the 

use of graph neural networks in financial fraud detection and 

showed that graph-based methods are increasingly important 

for identifying hidden fraud networks. Chen et al. (2024) also 

examined intelligent sampling and self-supervised learning 

for credit card fraud detection, reflecting growing interest in 

methods that address class imbalance and limited fraud labels. 

 

2.2. Limitations of Traditional Fraud Detection Models 

Although machine learning has improved fraud detection, 

traditional institutional models remain limited in several ways. 

First, financial institutions often operate in separate data 

environments. A bank may detect suspicious activity within 

its own customer base but may not see similar activity 

occurring across another bank, payment platform, or merchant 

network. This weakens detection when fraudsters distribute 

activities across multiple institutions. 

 

Second, fraud datasets are usually highly imbalanced. 

Legitimate transactions greatly outnumber fraudulent ones, 

which can cause models to favour the majority class and miss 

rare fraud cases. Abdul Salam et al. (2024) addressed this 

challenge by combining federated learning with data 
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balancing techniques for credit card fraud detection. Their 

work shows that model performance in fraud detection 

depends not only on the learning architecture but also on how 

imbalance is handled. 

 

Third, centralised fraud detection creates privacy and 

security concerns. A centralised model may perform better 

because it can train on a larger dataset, but it requires 

institutions to transfer sensitive transaction records into a 

shared environment. This approach is difficult to justify in 

highly regulated financial settings. It may also increase the 

impact of a breach because a central repository can become an 

attractive target for attackers. 

 

Fourth, fraud detection systems must balance detection 

accuracy with customer experience. A model with high false 

positives may block legitimate transactions, delay payments, 

frustrate customers, and increase investigation costs. A model 

with high false negatives may allow fraudulent transactions to 

proceed. For this reason, fraud detection performance must be 

assessed using more than general accuracy. Precision, recall, 

F1-score, ROC-AUC, PR-AUC, false positive rate, and false 

negative rate are more useful indicators for fraud detection 

tasks. 

 

2.3. Federated Learning: Concept and Relevance 

Federated learning is a decentralised machine learning 

approach that enables multiple parties to train a shared model 

without transferring raw data to a central location. In a typical 

federated process, a global model is first distributed to 

participating clients. Each client trains the model locally using 

its own data and then sends model updates to a server. The 

server aggregates these updates and sends the improved model 

back to the clients. This process continues until the model 

reaches an acceptable level of performance. 

 

McMahan et al. (2017) introduced federated averaging as 

a communication-efficient method for training deep networks 

from decentralised data. Kairouz et al. (2021) later provided a 

broad review of federated learning, identifying major 

challenges such as communication efficiency, statistical 

heterogeneity, privacy, system reliability, and security. These 

issues are highly relevant to financial institutions because 

banks often have different data distributions, customer bases, 

risk profiles, fraud rates, and technology infrastructures. 

 

In financial fraud detection, federated learning is useful 

because it enables institutions to benefit from shared model 

training while keeping sensitive transaction records local. 

Instead of building isolated models, institutions can contribute 

to a global fraud detection model through protected updates. 

This can improve the model’s ability to detect fraud patterns 

that appear across multiple institutions. At the same time, 

federated learning reduces the privacy risks associated with 

direct data pooling. 

 

Several recent studies have applied federated learning to 

financial fraud detection. Abdul Salam et al. (2024) developed 

a federated learning model for credit card fraud detection with 

data balancing techniques. Reddy et al. (2024) examined deep 

learning-based credit card fraud detection in a federated 

learning environment. Li et al. (2024) proposed a model 

combining federated learning, graph attention networks, and 

dilated convolutional neural networks for credit card fraud 

detection. These studies suggest that federated learning can 

support fraud detection while responding to the privacy 

limitations of centralised financial data sharing. 

 

2.4. Types of Federated Learning for Financial Institutions 

The literature commonly identifies three major forms of 

federated learning: horizontal federated learning, vertical 

federated learning, and federated transfer learning. Horizontal 

federated learning is suitable when institutions have similar 

feature spaces but different users or transactions. For example, 

several banks may collect similar transaction features, such as 

transaction amount, time, merchant category, channel type, 

and fraud label, but each bank holds data for different 

customers. This form is highly relevant to cross-bank fraud 

detection. 

 

Vertical federated learning is used when institutions share 

overlapping users but hold different features. For instance, a 

bank, credit bureau, and fintech provider may have 

information about some of the same customers but from 

different perspectives. One may hold payment history, another 

may hold credit behaviour, and another may hold device or 

platform activity. In this case, vertical federated learning can 

help combine predictive signals without requiring direct 

exchange of all raw features. 

 

Federated transfer learning is useful when both the users 

and feature spaces differ, but knowledge can still be 

transferred across participants. This may be relevant in 

financial settings where institutions operate in different 

markets or transaction environments but still face related fraud 

behaviours. However, federated transfer learning can be more 

complex because it requires techniques for aligning 

knowledge across different data structures. 

 

The choice of federated learning type depends on the 

institutional context. For a network of banks using similar 

transaction monitoring systems, horizontal federated learning 

may be the most practical option. For collaborations between 

banks, fintech firms, insurers, credit bureaus, and payment 

providers, vertical or transfer-based approaches may be more 

appropriate. 

 

2.5. Privacy-Enhancing Mechanisms in Federated Fraud 

Detection 

Although federated learning keeps raw data local, it does 

not automatically guarantee privacy. Model updates may 

reveal sensitive information if attackers can reconstruct 

training data or infer membership from gradients or model 

parameters. For this reason, privacy-enhancing mechanisms 

are necessary in federated fraud detection systems. 

 

Secure aggregation is one of the most important 

mechanisms. It allows the server to aggregate model updates 

without seeing each institution’s individual update. Liu et al. 

(2022) reviewed privacy-preserving aggregation techniques 
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and showed that secure aggregation is central to protecting 

client updates in federated learning. This is particularly 

important in financial settings because model updates may 

reflect patterns in customer behaviour, fraud labels, or 

institution-specific risk exposure. 

 

Differential privacy is another important safeguard. It 

adds controlled noise to data, model updates, or outputs so that 

the contribution of any individual record becomes difficult to 

identify. Fu et al. (2024) reviewed differentially private 

federated learning and showed that it can strengthen privacy 

protection, although it may also reduce model performance if 

the noise level is too high. In fraud detection, this creates a 

privacy-utility trade-off. Stronger privacy can protect 

customer information, but excessive noise may reduce the 

model’s ability to detect rare fraudulent transactions. 

 

Other mechanisms include secure multiparty 

computation, homomorphic encryption, access controls, audit 

logging, and encrypted communication channels. Hu et al. 

(2024) noted that federated learning requires both privacy and 

security measures because the system involves multiple 

participants, distributed computation, and repeated model 

update exchange. In financial institutions, these safeguards 

must be supported by legal agreements, governance rules, and 

compliance monitoring. 

 

2.6. Security Risks in Federated Learning 

Federated learning introduces new security risks because 

participating institutions exchange model updates over 

multiple training rounds. Malicious or compromised 

participants may attempt to manipulate the global model by 

sending poisoned updates. Poisoning attacks can reduce 

model accuracy, introduce hidden vulnerabilities, or cause the 

model to misclassify specific fraud patterns. Xia et al. (2024) 

reviewed privacy-preserving federated learning against 

poisoning attacks and highlighted the need for defence 

mechanisms that can identify abnormal or harmful client 

updates. 

 

Inference attacks are also a major concern. Membership 

inference attacks attempt to determine whether a specific data 

record was used during training. Model inversion attacks 

attempt to reconstruct sensitive input features from model 

behaviour or updates. Bai et al. (2024) discussed membership 

inference attacks and defences in federated learning, showing 

that privacy leakage remains possible even when raw data is 

not directly shared. Zhao et al. (2024) also emphasised that 

federated learning must be evaluated against both privacy 

attacks and policy requirements. 

 

In a financial setting, these risks are serious because 

transaction data may reveal personal spending behaviour, 

account activity, business relationships, merchant patterns, 

and fraud investigation signals. A poorly secured federated 

learning system may therefore create privacy risks even 

without centralised data sharing. For this reason, federated 

fraud detection requires technical defences such as anomaly 

detection for client updates, robust aggregation, differential 

privacy, secure aggregation, encryption, and continuous 

monitoring. 

 

2.7. Explainability in Federated Fraud Detection 

Fraud detection models must be accurate, but they must 

also be interpretable enough to support investigation and 

regulatory review. Financial institutions need to understand 

why a transaction has been flagged, especially when model 

outputs lead to transaction blocking, account restriction, 

customer notification, or further investigation. Black-box 

models may be difficult to justify in high-stakes financial 

decisions. Explainable artificial intelligence can help fraud 

analysts interpret model outputs through risk scores, feature 

importance, local explanations, and transaction-level 

indicators. Awosika et al. (2024) examined the relationship 

between transparency, privacy, explainable AI, and federated 

learning in financial fraud detection. Their study supports the 

view that privacy-preserving fraud detection should not focus 

only on predictive performance. It must also provide 

explanations that are useful to analysts, auditors, and 

compliance teams. 

 

Aljunaid et al. (2025) also studied explainable AI-driven 

federated learning for financial fraud detection, showing the 

growing interest in combining privacy-preserving learning 

with transparent decision support. This is important because 

fraud detection is not usually a fully automated process. In 

most financial institutions, model alerts are reviewed by 

analysts, and final decisions may involve compliance, risk, 

and customer service teams. 

 

2.8. Research Gap 

The reviewed literature shows that federated learning has 

strong potential for privacy-preserving fraud detection across 

financial institutions. Existing studies have demonstrated its 

use in credit card fraud detection, deep learning-based fraud 

analytics, graph-based fraud modelling, explainable fraud 

detection, and privacy-preserving model aggregation (Abdul 

Salam et al., 2024; Aljunaid et al., 2025; Li et al., 2024; Reddy 

et al., 2024; Xia et al., 2025). However, several gaps remain. 

First, many studies focus mainly on model performance, while 

fewer provide a complete discussion of governance, privacy 

risks, regulatory concerns, and practical deployment 

requirements. Second, there is still a need for stronger 

frameworks that combine federated learning with secure 

aggregation, differential privacy, explainability, and human 

oversight. Third, financial institutions often operate under 

non-identical data conditions, but the effect of data 

heterogeneity on federated fraud detection remains a 

continuing challenge. Fourth, there is limited discussion of 

how federated fraud detection systems should be audited, 

monitored, and protected against malicious institutional 

participants. 

 

This article addresses these gaps by presenting federated 

learning as both a technical and governance-based approach 

to privacy-preserving fraud detection. It focuses not only on 

model training but also on the privacy, security, explainability, 

and institutional requirements needed for cross-institution 

deployment. 
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Table 1: Summary of Key Literature Related to Federated Fraud Detection 

Author(s) Focus of Study Relevance to This Article 

McMahan et al. 

(2017) 

Federated averaging for decentralised model 

training 

Provides the foundational training approach for 

federated learning 

Kairouz et al. 

(2021) 

Challenges and open problems in federated 

learning 

Explains core issues such as privacy, 

communication, and data heterogeneity 

Abdul Salam et al. 

(2024) 

Federated learning for credit card fraud 

detection 

Directly supports the use of FL in fraud detection 

Reddy et al. (2024) Deep learning-based fraud detection in 

federated settings 

Shows how deep learning can be applied to 

federated fraud detection 

Li et al. (2024) Federated fraud detection using graph attention 

and convolutional models 

Supports advanced modelling for financial fraud 

patterns 

Liu et al. (2022) Privacy-preserving aggregation in federated 

learning 

Supports the need for secure aggregation in 

financial applications 

Fu et al. (2024) Differential privacy in federated learning Supports discussion of privacy-utility trade-offs 

Zhao et al. (2024) Federated learning privacy attacks, defences, 

and policies 

Supports discussion of attacks, safeguards, and 

policy concerns 

Awosika et al. 

(2024) 

Explainable AI and federated learning in 

financial fraud detection 

Supports the need for transparent fraud alerts 

Xia et al. (2024) Poisoning attacks in privacy-preserving 

federated learning 

Supports the security risk analysis of malicious 

updates 

 

3. Conceptual Framework 

The conceptual framework of this article is built on the 

idea that financial institutions can improve fraud detection 

through collaborative model training without transferring raw 

transaction data into a central repository. In conventional 

fraud detection, each institution develops its own model using 

its internal records. This approach protects institutional 

control over data, but it limits the model’s ability to learn fraud 

patterns that occur across multiple institutions. Federated 

learning addresses this limitation by allowing distributed 

institutions to train a shared model while keeping customer 

and transaction data within their local systems. 

 

The framework assumes a multi-institution financial 

environment involving banks, fintech companies, card issuers, 

payment processors, and other regulated financial service 

providers. Each institution holds sensitive transaction data, 

including account history, transaction amount, merchant 

category, payment channel, device information, customer 

behaviour, and fraud labels. Instead of sharing these records 

directly, each institution trains a local fraud detection model 

on its own dataset. The local model updates are then protected 

and transmitted to a federated aggregation server, where they 

are combined to update a global fraud detection model. The 

improved global model is sent back to the participating 

institutions for further local training and fraud monitoring. 

 

This structure follows the general principle of federated 

learning introduced by McMahan et al. (2017), where learning 

is performed across decentralised data sources through 

iterative local training and model aggregation. In the financial 

fraud detection context, this approach is useful because fraud 

signals may be distributed across institutions, while the data 

required to identify these signals remains private and 

regulated. Kairouz et al. (2021) also emphasised that federated 

learning is suitable for settings where data is distributed across 

multiple clients and cannot easily be centralised due to 

privacy, system, or institutional constraints. 

 

The proposed conceptual framework consists of five 

major layers. The first layer is the institutional data layer, 

where each financial institution retains its own transaction 

records and fraud labels. The second layer is the local model 

training layer, where each institution trains a fraud detection 

model using its private data. The third layer is the privacy 

protection layer, where mechanisms such as secure 

aggregation, differential privacy, encrypted model updates, 

and access controls are applied. The fourth layer is the 

federated aggregation layer, where protected model updates 

are combined to improve the global model. The fifth layer is 

the fraud intelligence and governance layer, where the global 

model is used for fraud scoring, alert generation, analyst 

review, compliance monitoring, and model auditing. 

 

The central value of this framework lies in its ability to 

support cross-institution fraud intelligence without exposing 

raw data. For example, one institution may observe suspicious 

transaction behaviours linked to account takeover, while 

another may observe similar device or merchant-level 

patterns. Through federated learning, these institutions can 

contribute to a stronger shared model without directly 

revealing customer-level records. This improves the ability to 

detect coordinated fraud schemes while reducing the privacy 

risks associated with centralised data sharing. 

 

However, the framework also recognises that federated 

learning does not remove all privacy and security risks. Model 

updates can still reveal sensitive information if they are not 

properly protected. Zhao et al. (2024) noted that federated 

learning systems remain vulnerable to privacy attacks such as 

inference attacks, gradient leakage, and model inversion. For 

this reason, the framework includes a privacy protection layer 

as a core component rather than an optional addition. Secure 

aggregation helps prevent the server from viewing individual 
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institutional updates, while differential privacy can reduce the 

risk that model updates reveal information about specific 

customers or transactions (Liu et al., 2022; Fu et al., 2024). 

 

The framework also includes governance and 

explainability because fraud detection is a high-stakes 

financial activity. A fraud detection model may influence 

transaction blocking, account review, customer investigation, 

or regulatory reporting. Therefore, model outputs should be 

interpretable enough for fraud analysts and compliance teams 

to review. Awosika et al. (2024) argued that transparency is 

important in financial fraud detection systems that combine 

federated learning and privacy-preserving techniques. In this 

article, explainability is positioned as part of the decision-

support layer, where model outputs are translated into risk 

scores, fraud alerts, and feature-level explanations that 

support human judgement. 

 

 
Fig 1: Federated Learning Architecture for Privacy-Preserving Fraud Detection across Financial Institutions 

 

4. Proposed Federated Fraud Detection 

Framework 
The proposed framework is designed to support privacy-

preserving fraud detection across financial institutions 

through coordinated but decentralised model training. It 

responds to two major needs in financial fraud analytics. The 

first is the need for wider fraud intelligence across institutions, 

since fraudsters often exploit gaps between banks, fintech 

platforms, payment processors, and card networks. The 

second is the need to protect sensitive financial data, since 

customer transaction records cannot be freely transferred or 

pooled without creating privacy, legal, and security risks. 

 

The framework is structured around a federated training 

cycle. At the beginning of the process, a baseline fraud 

detection model is initialised and distributed to participating 

institutions. Each institution trains the model locally using its 

own private transaction data. After local training, the 

institution does not send raw transaction records to the central 

server. Instead, it sends protected model updates, such as 

weights, gradients, or parameter changes. These updates are 

then aggregated to produce an improved global fraud 

detection model. The global model is redistributed to the 

institutions, and the cycle continues over multiple training 

rounds. 

 

This approach reflects the federated learning structure 

used in decentralised model training, where learning takes 

place locally and only model updates are exchanged 

(McMahan et al., 2017). In fraud detection, this design is 

particularly useful because it enables institutions to learn from 

broader fraud patterns while maintaining control over 

customer-level data. Abdul Salam et al. (2024) showed that 

federated learning can be applied to credit card fraud 

detection, especially when combined with techniques that 

address class imbalance. Reddy et al. (2024) also 

demonstrated the relevance of deep learning-based fraud 

detection in a federated learning setting. 
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4.1. System Architecture 

The proposed system architecture contains six main 

components: participating institutions, local transaction 

databases, local fraud detection models, a privacy protection 

layer, a federated aggregation server, and a fraud decision-

support layer. 

 

Participating institutions are the clients in the federated 

learning system. These may include commercial banks, digital 

banks, fintech companies, credit card issuers, mobile money 

operators, payment gateways, and other financial service 

providers. Each participant stores its transaction data locally 

and performs model training within its own computing 

environment. This helps reduce the risks associated with 

transferring sensitive data into a shared repository. 

 

The local transaction database contains the data used for 

fraud detection. This may include transaction amount, 

transaction time, merchant category, payment channel, device 

identifier, login behaviour, transaction frequency, geographic 

pattern, account age, previous chargebacks, and fraud labels. 

The actual features may vary across institutions depending on 

data availability, regulatory requirements, and system design. 

 

The local fraud detection model is trained within each 

institution. The model may be a logistic regression model, 

gradient boosting model, neural network, graph-based model, 

or hybrid classifier. The choice of model depends on the size 

of the dataset, the need for interpretability, the available 

computing infrastructure, and the complexity of fraud 

patterns. For large transaction networks, graph-based models 

may be useful because they can capture relationships between 

accounts, merchants, devices, and transaction flows. Motie 

and Raahemi (2024) showed that graph neural networks are 

increasingly relevant for financial fraud detection because 

fraud often involves hidden relationships rather than isolated 

transaction events. 

 

The privacy protection layer protects the model updates 

before they are shared. This layer may include secure 

aggregation, differential privacy, encrypted communication, 

and update validation. Secure aggregation prevents the 

aggregation server from viewing each institution’s individual 

model update. Differential privacy adds controlled noise to 

reduce the risk that model updates reveal information about 

specific customers or transactions. Liu et al. (2022) described 

privacy-preserving aggregation as a major requirement for 

federated learning, while Fu et al. (2024) showed that 

differentially private federated learning can strengthen 

privacy protection when properly designed. 

 

The federated aggregation server combines the protected 

model updates received from participating institutions. Its role 

is not to access raw data, but to coordinate the training process 

and update the global model. Depending on the system design, 

the aggregation server may be operated by a trusted financial 

consortium, a regulator-approved technology provider, a 

payment network, or a neutral governance body. In more 

advanced settings, decentralised aggregation may be used to 

reduce dependence on a single central server. 

The fraud decision-support layer applies the trained 

model to detect suspicious transactions. It generates fraud risk 

scores, transaction alerts, feature-level explanations, and 

investigation priorities. Since fraud detection can affect 

customers and financial operations, the output should support 

human review rather than operate as a fully opaque automated 

decision system. Awosika et al. (2024) highlighted the 

importance of explainability in privacy-preserving financial 

fraud detection, especially where model outputs must be 

interpreted by analysts and compliance teams. 

 

4.2. Data Structure and Local Training 

Each institution trains its model using local transaction 

data. The dataset may contain structured transaction features, 

behavioural variables, customer account features, merchant-

level indicators, device-level attributes, and fraud labels. 

Since financial fraud is usually rare compared with legitimate 

transactions, class imbalance is expected. This means that a 

model may achieve high accuracy while still failing to detect 

actual fraud cases. For this reason, the training process should 

include methods such as balanced sampling, class weighting, 

cost-sensitive learning, or synthetic minority oversampling 

where appropriate. 

 

Local training should also reflect the differences between 

participating institutions. One bank may serve retail 

customers, another may focus on corporate accounts, while a 

fintech platform may process small but frequent mobile 

payments. These differences can create non-identically 

distributed data across institutions. Kairouz et al. (2021) 

identified statistical heterogeneity as one of the central 

challenges in federated learning. In fraud detection, this 

challenge is serious because fraud rates, customer behaviour, 

transaction volumes, and merchant categories may differ 

widely across institutions. 

 

To address this, the proposed framework allows 

institutions to train locally while contributing to a shared 

global model. The global model learns broader fraud patterns, 

while each institution may also fine-tune the model to its own 

environment. This hybrid approach helps balance general 

fraud intelligence with institution-specific risk patterns. 

 

4.3. Federated Training Process 

The federated training process follows a structured 

sequence. First, the federation coordinator initialises a 

baseline fraud detection model and distributes it to 

participating institutions. Second, each institution trains the 

model locally using its private transaction dataset. Third, each 

institution applies privacy protection to its model updates. 

Fourth, protected updates are sent to the aggregation server. 

Fifth, the server aggregates the updates to generate an 

improved global model. Sixth, the updated global model is 

sent back to all participating institutions. Seventh, institutions 

apply the model to local fraud detection tasks and continue 

training in later rounds. 

 

This iterative process allows the model to improve over 

time as it learns from distributed fraud patterns. It also reduces 

the need for centralised data storage. However, the quality of 



Sakthi Sankara Balaji Sathyamurthy / IJAIBDCMS, 6(4), 319-335, 2025 

 
326 

the global model depends on the reliability of participating 

institutions, the representativeness of local data, and the 

security of the update aggregation process. If some institutions 

submit poor-quality, biased, or malicious updates, the global 

model may be weakened. For this reason, the framework 

includes update validation and monitoring procedures. 

 

4.4. Privacy Protection Layer 

The privacy protection layer is one of the most important 

parts of the proposed framework. Although federated learning 

prevents raw data transfer, model updates may still contain 

sensitive information. Attackers may attempt to infer whether 

a customer was included in a local dataset, reconstruct 

transaction features, or identify institution-specific fraud 

patterns. Zhao et al. (2024) showed that federated learning 

systems face several privacy risks, including inference attacks 

and model leakage. 

 

To reduce these risks, the framework includes four 

privacy safeguards. The first is secure aggregation, which 

ensures that the server sees only the combined update rather 

than the individual update from each institution. The second 

is differential privacy, which adds controlled noise to limit the 

exposure of individual records. The third is encrypted 

communication, which protects model updates during 

transmission. The fourth is access control and authentication, 

which ensures that only approved institutions participate in the 

federation. 

 

These safeguards must be carefully balanced. Excessive 

privacy noise may reduce the model’s ability to detect rare 

fraud events, while weak privacy controls may expose 

sensitive information. Therefore, the framework treats privacy 

as a measurable design factor rather than a general claim. The 

system should monitor privacy budget, model performance, 

and communication cost across training rounds. 

 

4.5. Fraud Detection Model Options 

The proposed framework can support different fraud 

detection models depending on the research design and 

institutional requirements. Simpler models such as logistic 

regression and decision trees may be useful when 

interpretability is a priority. Ensemble methods such as 

random forests and gradient boosting may improve predictive 

performance while still offering some level of explainability. 

Deep learning models may be useful for large-scale 

transaction data, especially when fraud patterns are complex 

and nonlinear. 

 

Graph-based models may also be appropriate where fraud 

involves relationships among accounts, merchants, devices, 

and transactions. Li et al. (2024) proposed a federated fraud 

detection model combining graph attention networks and 

convolutional methods, showing the growing role of graph-

based learning in federated financial fraud detection. Xia et al. 

(2025) also explored graph-based federated learning for 

privacy-preserving credit card fraud detection, which supports 

the view that relationship-based modelling can strengthen 

fraud intelligence. 

For practical deployment, the model choice should 

consider accuracy, recall, false positive rate, interpretability, 

computational cost, and communication efficiency. In fraud 

detection, recall is especially important because missing 

fraudulent transactions can lead to financial loss. However, 

precision is also important because excessive false alerts 

increase operational costs and may harm customer trust. 

 

4.6. Explainability and Analyst Decision Support 

The proposed framework includes explainability as a core 

part of fraud decision support. Fraud alerts should not only 

produce a risk score but also provide useful reasons for the 

alert. These may include unusual transaction amount, 

abnormal login location, unfamiliar device, high-risk 

merchant category, rapid transaction frequency, or deviation 

from the customer’s normal behaviour. 

 

Explainability supports fraud analysts by helping them 

understand which features contributed to a model decision. It 

also supports compliance review because financial institutions 

may need to justify why a transaction was blocked or why an 

account was flagged for investigation. Aljunaid et al. (2025) 

showed that explainable AI can be integrated with federated 

learning for financial fraud detection, especially where 

transparency and trust are important. 

 

In the proposed framework, explainability is applied at 

the local institutional level. This means each institution can 

interpret fraud alerts using its own customer and transaction 

context. The global model provides shared fraud intelligence, 

but the final review remains with local analysts who 

understand institutional policies, customer history, and 

regulatory obligations. 

 

4.7. Security and Governance Controls 

A federated fraud detection framework must include 

security controls against malicious or unreliable participants. 

A participating institution may submit corrupted updates due 

to system compromise, poor data quality, or intentional 

manipulation. Poisoning attacks are especially concerning 

because they can weaken the global model or cause it to 

misclassify specific fraud patterns. Xia et al. (2024) noted that 

poisoning attacks remain a major challenge for privacy-

preserving federated learning. 

 

To address this risk, the framework includes update 

validation, anomaly detection for model updates, robust 

aggregation, participant authentication, audit trails, and 

periodic security review. Institutions should also agree on 

participation rules, minimum data quality standards, model 

evaluation procedures, incident reporting obligations, and 

liability arrangements. 

 

Governance is equally important. A federated fraud 

detection network requires clear rules on who can participate, 

how model updates are protected, how performance is 

evaluated, how privacy budgets are managed, and how 

disputes are resolved. Regulatory compliance should be built 

into the framework from the beginning, especially where 
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institutions operate across jurisdictions or process data subject 

to financial privacy laws. 

 

5. Methodology 
5.1. Research Design 

This study adopts a framework-based and experimental 

research design to examine how federated learning can be 

used for privacy-preserving fraud detection across financial 

institutions. The framework-based component explains the 

structure, processes, privacy safeguards, and governance 

requirements of a federated fraud detection system. The 

experimental component provides a basis for evaluating 

whether federated learning can achieve competitive fraud 

detection performance when compared with institution-

specific and centralised modelling approaches. 

 

The proposed design is suitable because fraud detection 

in financial institutions involves both technical and regulatory 

concerns. A purely technical model evaluation would not fully 

address privacy, institutional trust, data governance, and 

explainability. Similarly, a purely conceptual discussion 

would not be sufficient to show whether federated learning 

can produce useful fraud detection results. For this reason, the 

methodology combines model comparison, privacy 

assessment, communication analysis, and practical 

deployment considerations. 

 

Federated learning has already been applied to credit card 

fraud detection in recent studies. Abdul Salam et al. (2024) 

demonstrated the relevance of federated learning for credit 

card fraud detection, especially when combined with data 

balancing techniques. Reddy et al. (2024) also examined deep 

learning-based credit card fraud detection under a federated 

learning setting. These studies support the use of an 

experimental design that compares federated learning with 

conventional fraud detection approaches. 

 

5.2. Data Source 

The study may use either a publicly available financial 

fraud dataset, a synthetic multi-institution transaction dataset, 

or anonymised institutional data where access is available. If 

real banking data is unavailable, a public credit card fraud 

dataset can be partitioned to simulate multiple financial 

institutions. This approach allows the study to test federated 

learning under controlled conditions while avoiding the 

ethical and legal issues associated with exposing sensitive 

customer data. 

 

The dataset should contain transaction-level records with 

variables that are relevant to fraud detection. These may 

include transaction amount, transaction time, merchant 

category, payment channel, account behaviour, device 

indicators, location-related patterns, and fraud labels. Where a 

public dataset has anonymised features, the study should 

clearly state that the variables have been transformed or 

masked for confidentiality. 

 

Since fraud cases are usually rare, the dataset is expected 

to show class imbalance. This imbalance should be handled 

carefully because a model may report high overall accuracy 

while failing to detect fraudulent transactions. Abdul Salam et 

al. (2024) addressed this problem by combining federated 

learning with data balancing methods. In this study, class 

imbalance may be handled through class weighting, balanced 

sampling, cost-sensitive learning, or suitable oversampling 

methods, depending on the dataset structure. 

 

5.3. Data Partitioning Strategy 

To simulate a multi-institution environment, the dataset 

should be divided across several participating institutions. For 

example, the data may be split into five simulated financial 

institutions, each representing a bank, fintech platform, 

payment processor, card issuer, or digital wallet provider. 

Each institution should retain its own local data and train a 

model without sharing raw records. 

 

Two data partitioning scenarios should be considered. 

The first is an independent and identically distributed setting, 

where each institution receives a relatively similar distribution 

of transaction patterns and fraud labels. The second is a non-

independent and non-identically distributed setting, where 

institutions receive different fraud rates, transaction 

behaviours, customer profiles, or merchant categories. The 

second setting is closer to real financial environments, where 

institutions differ in size, customer base, transaction volume, 

risk exposure, and fraud typology. 

 

Kairouz et al. (2021) identified statistical heterogeneity as 

one of the major challenges in federated learning. This is 

important for fraud detection because data differences 

between institutions may affect model convergence, 

performance, and fairness. For this reason, the methodology 

should evaluate the federated model under both balanced and 

heterogeneous institutional data conditions. 

 

5.4. Model Development 

The study should compare three main modelling 

approaches. The first is the local-only model, where each 

institution trains and evaluates a fraud detection model using 

only its own data. This represents the conventional 

institutional approach to fraud detection. The second is the 

centralised model, where all data is pooled into one dataset 

and used to train a single model. This represents the ideal 

performance benchmark, although it may not be practical or 

legally acceptable in real banking environments. The third is 

the federated learning model, where each institution trains 

locally and shares only protected model updates for 

aggregation. 

 

The local-only model is important because it shows how 

well an institution can detect fraud without collaboration. The 

centralised model is important because it provides a reference 

point for maximum performance under direct data pooling. 

The federated model is the main focus because it tests whether 

collaborative learning can approach centralised model 

performance while preserving local data control. 

 

Possible models include logistic regression, random 

forest, gradient boosting, multilayer perceptron, or graph-

based models. The final model choice should depend on the 
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dataset, computational resources, interpretability 

requirements, and research scope. For a balanced research 

design, the study may use one conventional machine learning 

model and one deep learning model. Where transaction 

relationships are available, a graph-based model may also be 

tested, since graph neural networks have become relevant in 

financial fraud detection research (Motie & Raahemi, 2024). 

 

5.5. Federated Learning Procedure 

The federated learning process should follow a repeated 

training cycle. First, a global fraud detection model is 

initialised. Second, the global model is distributed to all 

participating institutions. Third, each institution trains the 

model locally using its private transaction data. Fourth, the 

institution generates model updates after local training. Fifth, 

privacy protection mechanisms are applied to the updates 

before transmission. Sixth, the protected updates are sent to 

the aggregation server. Seventh, the aggregation server 

combines the updates to generate a new global model. Finally, 

the updated global model is redistributed to the institutions for 

the next training round. 

 

Federated averaging may be used as the aggregation 

method, since it is one of the foundational methods for 

communication-efficient distributed learning (McMahan et 

al., 2017). However, the aggregation method should be 

supported by security checks to reduce the influence of 

unreliable or malicious updates. Where privacy protection is 

included, secure aggregation and differential privacy should 

be considered. Liu et al. (2022) noted that privacy-preserving 

aggregation is central to secure federated learning, while Fu et 

al. (2024) showed that differential privacy can reduce 

information leakage in federated systems. 

 

5.6. Privacy and Security Configuration 

The experimental design should include privacy and 

security settings that reflect the risks of financial data sharing. 

Three privacy configurations may be tested. The first is 

federated learning without additional privacy protection, 

where local updates are transmitted normally. The second is 

federated learning with secure aggregation, where the 

aggregation server receives only combined model updates. 

The third is federated learning with differential privacy, where 

controlled noise is added to reduce the risk of exposing 

information about individual transactions. 

 

The study should also consider update validation. Since 

federated learning involves multiple participants, there is a 

risk that one or more institutions may submit corrupted, poor-

quality, or malicious updates. Poisoning attacks are a known 

challenge in federated learning systems, and defences are 

needed to protect the global model from harmful updates (Xia 

et al., 2024). The methodology should therefore include a 

basic update monitoring process to identify abnormal update 

patterns. 

 

5.7. Evaluation Metrics 

Fraud detection should not be evaluated using accuracy 

alone because fraud datasets are usually imbalanced. A model 

may classify most legitimate transactions correctly and still 

fail to detect fraud. Therefore, the evaluation should include 

precision, recall, F1-score, ROC-AUC, PR-AUC, false 

positive rate, and false negative rate. 

 

Recall is important because it measures the proportion of 

fraudulent transactions correctly detected. Precision is 

important because it shows how many flagged transactions are 

actually fraudulent. F1-score provides a balance between 

precision and recall. PR-AUC is particularly useful in 

imbalanced fraud detection tasks because it focuses on the 

relationship between precision and recall. ROC-AUC can also 

be reported, but it should be interpreted carefully where fraud 

cases are rare. 

 

In addition to predictive performance, the study should 

assess communication cost, training time, convergence 

behaviour, and privacy-utility trade-off. Communication cost 

may be measured by the number of training rounds, size of 

model updates, and total transmitted data. Privacy-utility 

trade-off may be assessed by comparing model performance 

under different levels of differential privacy. 

 

5.8. Experimental Scenarios 

The study should evaluate the proposed model under the following experimental scenarios: 

Table 2: Comparative Analysis of Fraud Detection Training Scenarios in Federated Learning Environments 

Scenario Description Purpose 

Local-only model Each institution trains a separate fraud 

detection model using only local data 

Measures the limitation of isolated 

institutional learning 

Centralised model All data is pooled and used to train one model Provides a benchmark for maximum 

possible model performance 

Federated learning without 

privacy layer 

Institutions train locally and share model 

updates 

Tests collaborative learning without 

added privacy protection 

Federated learning with 

secure aggregation 

Individual updates are protected during 

aggregation 

Tests privacy-preserving update 

aggregation 

Federated learning with 

differential privacy 

Noise is added to model updates before 

aggregation 

Tests the privacy-utility trade-off 

Federated learning under 

non-IID data 

Institutions have different transaction and fraud 

distributions 

Tests performance under realistic 

institutional heterogeneity 
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5.9. Ethical and Regulatory Considerations 

The methodology should ensure that raw transaction data 

remains within each participating institution. If public or 

synthetic data is used, the study should clearly state the source 

and explain how the multi-institution setting was simulated. If 

real institutional data is used, the study should describe 

anonymisation, access control, ethical approval, data 

minimisation, and compliance procedures. 

 

The methodology should also recognise that fraud 

detection can affect customers directly. False positives may 

lead to blocked transactions, account review, or customer 

inconvenience. False negatives may allow financial losses and 

expose institutions to risk. For this reason, the proposed 

system should include human review, explainability, and audit 

logging. Awosika et al. (2024) emphasised that transparency 

is important when federated learning and explainable artificial 

intelligence are applied to financial fraud detection. 

 

6. Results and Analysis 
6.1. Overview of Expected Analysis 

The results and analysis section should present the 

performance of the proposed federated fraud detection 

framework across the experimental scenarios described in the 

methodology. Since this section depends on empirical testing, 

numerical values should only be inserted after model training 

and evaluation have been completed. The analysis should 

compare local-only, centralised, and federated models using 

predictive performance, privacy protection, communication 

cost, and practical suitability for financial institutions. 

 

The main purpose of the analysis is to determine whether 

federated learning can provide a practical balance between 

fraud detection accuracy and data privacy. A centralised model 

may produce strong predictive performance because it has 

access to all transaction records, but such an approach is often 

difficult to implement in regulated financial settings. A local-

only model protects institutional data but may fail to learn 

wider fraud patterns. The federated model should be assessed 

based on whether it can approach centralised performance 

while preserving local data control. 

 

6.2. Model Performance Comparison 

The first stage of analysis should compare fraud detection 

performance across the local-only, centralised, and federated 

learning models. The comparison should include precision, 

recall, F1-score, ROC-AUC, and PR-AUC. In fraud detection, 

recall and PR-AUC are especially important because 

fraudulent transactions are usually rare. A high recall value 

indicates that the model detects a larger proportion of fraud 

cases, while PR-AUC provides a better view of performance 

under class imbalance. 

 

The expected outcome is that the local-only model may 

perform inconsistently across institutions because each 

institution has access only to its own data. Smaller institutions 

or those with fewer fraud cases may have weaker models due 

to limited training examples. The centralised model may 

produce the strongest performance because it is trained on the 

combined dataset. However, the federated learning model is 

expected to perform better than most local-only models 

because it benefits from collaborative training across 

institutions. 

 

This expectation is consistent with recent studies showing 

that federated learning can support credit card fraud detection 

while limiting raw data sharing (Abdul Salam et al., 2024; 

Reddy et al., 2024). However, performance may depend on the 

number of institutions, data quality, class imbalance, 

aggregation method, and privacy configuration. 

 

 
Fig 2: Performance Comparison of Fraud Detection Models 
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6.3. Analysis of Precision, Recall, and F1-Score 

Precision should be analysed to determine how many 

flagged transactions are truly fraudulent. High precision is 

important because excessive false alerts increase the workload 

of fraud analysts and may inconvenience customers. However, 

precision alone is not enough because a model may flag only 

the most obvious fraud cases and miss many others. 

 

Recall should be analysed to determine how many actual 

fraud cases are detected. In fraud detection, recall is often a 

priority because undetected fraud can lead to financial loss, 

customer harm, and regulatory concern. However, recall must 

be balanced against false positives. A model that flags too 

many legitimate transactions may reduce customer trust and 

increase investigation costs. 

 

F1-score should be used to assess the balance between 

precision and recall. If the federated learning model achieves 

a higher F1-score than the local-only models, this would 

suggest that cross-institution training improves fraud 

detection while keeping data decentralised. If the federated 

model performs close to the centralised model, the result 

would support the argument that federated learning provides a 

practical privacy-preserving alternative to data pooling. 

 

6.4. Privacy-Utility Trade-Off 

The second stage of analysis should examine the 

relationship between privacy protection and model 

performance. Privacy-preserving mechanisms such as 

differential privacy can reduce the risk of information leakage, 

but they may also affect model accuracy if the noise level is 

too high. For this reason, the study should test different 

privacy settings and compare their effect on recall, F1-score, 

and PR-AUC. 

 

The expected pattern is that moderate privacy protection 

may maintain acceptable fraud detection performance, while 

very strict privacy settings may reduce the model’s ability to 

identify rare fraud patterns. This privacy-utility trade-off has 

been identified in differentially private federated learning 

research (Fu et al., 2024). In the context of financial fraud 

detection, the trade-off is particularly important because the 

model must protect customer data while still detecting 

suspicious transactions accurately. 

 

 
Fig 3: Privacy-Utility Trade-Off in Federated Fraud Detection 

 

6.5. Communication and Scalability Analysis 

The third stage of analysis should assess communication 

cost and scalability. Federated learning requires repeated 

communication between the participating institutions and the 

aggregation server. Each training round involves sending the 

global model to institutions, local training, transmission of 

model updates, aggregation, and redistribution of the updated 

model. As the number of institutions increases, 

communication requirements may also increase. 

 

The analysis should report the number of communication 

rounds, model update size, total transmitted data, and training 

time. These indicators are important because financial 

institutions may have different levels of technical 

infrastructure. A model that performs well but requires 

excessive communication may be difficult to deploy in real-

time fraud detection environments. Bonawitz et al. (2019) 

highlighted the importance of system design for federated 

learning at scale, especially where large numbers of 

participants and repeated communication rounds are involved. 

 

The analysis should also consider whether all 

participating institutions contribute equally to model 

improvement. Large institutions may have more transaction 

data and therefore greater influence on the global model. 

Smaller institutions may benefit from the shared model but 

contribute fewer updates. This raises practical questions about 

fairness, weighting, and institutional participation in a 

federated fraud detection network. 
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6.6. Performance under Non-IID Data 

The fourth stage of analysis should examine model 

performance under non-IID data conditions. In real financial 

environments, institutions rarely have identical transaction 

distributions. One institution may process high-value 

corporate transfers, while another may process low-value 

retail transactions. A fintech platform may have frequent 

mobile payments, while a credit card issuer may have 

merchant-based card transactions. These differences can 

affect model training and aggregation. 

 

The federated learning model should therefore be tested 

under heterogeneous institutional data distributions. If 

performance declines significantly under non-IID conditions, 

the analysis should discuss possible reasons, such as uneven 

fraud rates, different feature distributions, or institution-

specific transaction behaviour. If performance remains stable, 

this would support the suitability of federated learning for 

real-world financial settings. 

 

Kairouz et al. (2021) identified non-IID data as a central 

challenge in federated learning. In fraud detection, this issue 

is especially important because fraud patterns may be 

concentrated in certain institutions, channels, or customer 

groups. The analysis should therefore report results separately 

for each institution as well as for the overall global model. 

 

6.7. Explainability of Fraud Predictions 

The analysis should also assess the interpretability of 

fraud alerts generated by the model. Fraud detection systems 

should provide analysts with useful reasons for model 

decisions. These reasons may include unusual transaction 

value, unfamiliar merchant, abnormal device activity, rapid 

transaction frequency, high-risk location, or deviation from 

normal customer behaviour. 

 

Explainability should be reported through feature 

importance summaries, local explanation examples, or ranked 

fraud indicators. This is important because financial 

institutions must often justify fraud-related decisions to 

customers, auditors, and regulators. Awosika et al. (2024) 

argued that explainability is an important requirement in 

privacy-preserving financial fraud detection systems. 

Aljunaid et al. (2025) also showed that explainable AI can be 

combined with federated learning to improve transparency in 

financial fraud detection. 

 

The analysis should avoid presenting the model as a 

replacement for fraud analysts. Instead, the model should be 

treated as a decision-support tool that helps analysts prioritise 

suspicious transactions and review risk indicators. 

 

6.8. Security Analysis 

The security analysis should examine how the framework 

responds to risks such as poisoned updates, unreliable clients, 

and inference attacks. A basic test may involve introducing 

abnormal model updates from one simulated institution and 

observing whether update validation or robust aggregation 

reduces the effect on the global model. This type of analysis 

is useful because federated learning systems depend on 

repeated contributions from multiple participants. 

 

Poisoning attacks are a known risk in federated learning, 

especially where a malicious or compromised participant 

attempts to influence the global model (Xia et al., 2024). In 

financial fraud detection, this risk could be serious because a 

manipulated model may fail to detect specific fraud patterns. 

The results should therefore discuss whether the framework 

includes sufficient safeguards, such as update validation, 

anomaly detection, secure aggregation, and audit trails. 

 

6.9. Summary of Results 

The final results table should summarise the main 

outcomes across all experimental scenarios. It should include 

predictive performance, privacy configuration, 

communication cost, and practical interpretation. The table 

should not report values until the model has been tested. If the 

study is conceptual rather than experimental, the table may be 

presented as an evaluation template. 

 

Table 3: Summary of Model Performance across Experimental Conditions 

Experimental 

Condition 

Precision Recall F1-

Score 

ROC-

AUC 

PR-

AUC 

Privacy 

Mechanism 

Communication 

Cost 

Interpretation 

Local-only 

model 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

None Low Shows baseline 

institutional 

performance 

Centralised 

model 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

None Not applicable Provides 

benchmark 

performance but 

requires data 

pooling 

Federated 

learning 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

Local data 

retention 

Moderate Tests 

collaborative 

learning without 

raw data sharing 

Federated 

learning with 

secure 

aggregation 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

Secure 

aggregation 

Moderate Protects 

individual 

institutional 

updates 
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Federated 

learning with 

differential 

privacy 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

Differential 

privacy 

Moderate Tests privacy-

utility trade-off 

Federated 

learning under 

non-IID data 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

Insert 

result 

Local data 

retention and 

update 

protection 

Variable Tests 

performance 

under realistic 

institutional 

differences 

 

6.10. Interpretation of Expected Findings 

If the federated learning model performs better than local-

only models, the findings would support the claim that 

collaborative learning can improve fraud detection across 

institutions. If the federated model performs close to the 

centralised model, the findings would further suggest that 

federated learning can provide a practical alternative to data 

pooling. This would be important for financial institutions that 

need wider fraud intelligence but cannot freely share 

customer-level data. 

 

If privacy-enhanced federated learning shows a slight 

reduction in performance, the result should be interpreted as a 

trade-off rather than a failure. In financial settings, a small loss 

in model performance may be acceptable if it significantly 

improves data protection and regulatory acceptability. 

However, if performance drops sharply under strong privacy 

settings, the study should recommend careful privacy budget 

selection and further tuning. 

 

If the model performs poorly under non-IID data, the 

analysis should explain that real-world financial institutions 

may require personalised federated learning, institution-level 

calibration, or weighted aggregation. If performance remains 

stable, the result would support the use of federated learning 

in cross-institution fraud detection networks. 

 

Overall, the results should be interpreted in relation to 

three main criteria: fraud detection performance, privacy 

preservation, and operational feasibility. A successful 

federated fraud detection framework should not only improve 

predictive performance but also protect sensitive data, reduce 

unnecessary data sharing, support analyst review, and remain 

practical for financial institutions to deploy. 

 

7. Limitations of the Study 
This study has several limitations. First, access to real 

multi-institution financial fraud datasets may be restricted due 

to privacy, regulatory, and commercial concerns. As a result, 

the study may rely on public or synthetic datasets, which may 

not fully reflect the complexity of fraud behaviour across 

actual financial institutions. 

 

Second, the proposed framework may not capture all 

operational differences between banks, fintech platforms, 

payment processors, and card issuers. In practice, institutions 

may use different data structures, fraud labels, transaction 

monitoring systems, and compliance procedures. These 

differences may affect the performance and deployment of a 

federated fraud detection model. 

Third, federated learning may be affected by non-

identically distributed data. Financial institutions often serve 

different customer groups, process different transaction types, 

and experience different fraud patterns. Such variation can 

influence model convergence, accuracy, and fairness across 

institutions. 

 

Fourth, the privacy-preserving mechanisms discussed in 

the study may introduce performance trade-offs. Differential 

privacy, encrypted updates, and secure aggregation can 

strengthen data protection, but they may increase 

computational cost or reduce model performance if not 

carefully configured. 

 

Finally, the study is limited in its treatment of real-time 

deployment. Fraud detection often requires immediate 

response, while federated learning involves repeated training, 

communication, and aggregation rounds. Further testing 

would be needed to determine how the framework performs 

in live financial environments. 

 

8. Future Research Directions 
Future research should test the proposed framework using 

real-world multi-institution datasets, subject to proper ethical 

approval, anonymisation, and regulatory safeguards. This 

would provide stronger evidence of how federated learning 

performs under practical banking and fintech conditions. 

 

Further studies should examine personalised federated 

learning models that allow institutions to benefit from a shared 

global model while adapting predictions to their own customer 

profiles, transaction channels, and fraud patterns. This may be 

useful where data distributions differ significantly across 

institutions. 

 

Future work should also explore federated graph neural 

networks for detecting fraud networks involving linked 

accounts, merchants, devices, payment channels, and digital 

identities. Graph-based federated learning may improve the 

detection of coordinated fraud schemes that are difficult to 

identify from isolated transaction records. 

 

Another important direction is the development of 

stronger defences against poisoning attacks, inference attacks, 

and malicious model updates. Future research should evaluate 

robust aggregation methods, update validation, anomaly 

detection, and secure audit mechanisms within federated 

financial systems. 
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Further research should also examine explainable 

federated fraud detection. Financial institutions need models 

that not only detect suspicious transactions but also provide 

clear reasons that fraud analysts, auditors, and compliance 

teams can review. 

 

Finally, future studies should investigate regulatory and 

governance models for cross-institution federated learning. 

This includes participation rules, liability arrangements, audit 

requirements, privacy budget management, and standards for 

secure collaboration between financial institutions. 

 

9. Conclusion 
This article examined federated learning as a privacy-

preserving approach to fraud detection across financial 

institutions. The discussion showed that traditional fraud 

detection models are often limited by institutional data silos, 

while centralised data sharing creates privacy, security, and 

regulatory concerns. Federated learning provides a practical 

alternative by allowing institutions to train a shared fraud 

detection model without transferring raw customer transaction 

data. 

The proposed framework combines local model training, 

protected model update sharing, secure aggregation, global 

model improvement, fraud risk scoring, analyst review, and 

governance oversight. It also recognises the need for privacy 

safeguards such as differential privacy, encrypted updates, 

access control, and update validation. These mechanisms are 

necessary because federated learning can still be exposed to 

inference attacks, poisoning attacks, and model leakage if 

poorly implemented. 

 

The article concludes that federated learning can 

strengthen collaborative fraud intelligence while preserving 

institutional control over sensitive data. However, successful 

deployment depends on more than model accuracy. It requires 

privacy protection, explainability, secure infrastructure, 

regulatory compliance, human oversight, and trust among 

participating institutions. With proper design and governance, 

federated learning can become an important tool for privacy-

preserving fraud detection in modern financial systems. 
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