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Abstract: Industrial Internet of Things (110T) has also revolutionized the traditional industries, making them able to connect in
mass and provide continuous sensing and real-time monitoring, which has resulted in new possibilities of predictive
maintenance. Nevertheless, the sheer size, great velocity and non-uniformity of sensor-generated data are important issues with
regard to accurate and timely fault prediction. To resolve these problems, the proposed research provides a powerful and
effective deep learning model based on a Convolutional Neural Network (CNN) that can be used in the analytics of a big data
in 10T setting. The solution proposed utilizes modern elements of preprocessing, such as Min-Max normalization and One-
Hot encoding, and then divides the data into categories, which is used to train the models reliably. An architecture of CNN is
designed to extract the time-spatial detail features of multimodal sensor data. The evaluation conducted in the form of an
experiment has shown a better performance rate of 99.47% accuracy, as well as high precision, recall, and F1 scores, which
prove the stability of the model and its ability to generalize. The usefulness of the CNN-based model in predictive maintenance
is also confirmed by the comparative analysis with other machine learning models, including MLP, SVM, and GBT. The paper
adds a flexible architecture that can be used to scale the operations of industries, minimize downtime, enhance the overall
integrity of equipment in 1loT-based smart manufacturing facilities.

Keywords: Industrial Internet of Things (lloT), Predictive Maintenance, Big Data Analytics, Deep Learning, Sensor Data,
Fault Detection.

1. Introduction

It is currently believed that the Industrial Internet of Things (11oT) is a key component of the present industrial
transformation, as smart sensing and actuator, and connected machines are integrated to deliver real-time intelligence and
automation [1]. Connected sensors and devices are now at the core of boosting the efficiency of production, streamlining
operations, and increasing the visibility of operations [2]. With the transition of industries to entirely digital smart factories, the
volume of information produced by the high-frequency sensor streams, machine logs, and cross-platform interactions has grown
exponentially. This increase in industrial big data opens up new prospects of sophisticated analytics as well as posing more
powerful and scalable processing methods that can deal with the complexity of 10T environments.

Predictive maintenance (PdM) has also become among the most important 10T applications in this digital ecosystem.
Conventional maintenance, where problems are remedied after they arise, usually results in expensive downtime, safety hazards,
as well as production delays [3]. The paradigm is altered by predictive maintenance, which uses advanced analytical models and
real-time information to foresee equipment issues before they arise. The strategy can help industries eliminate unplanned
downtime, increase equipment lifespan, utilize assets more efficiently, and make workers safer [4]. With the growing complexity
of machines and manufacturing conditions, more and more precise predictions of failures and their timeliness are necessary to
provide a stable and efficient industrial process.

Predictive maintenance in 10T settings has major challenges, although its potential is high, primarily because of the nature
of industrial big data. 10T produces huge amounts of high-velocity and non-uniform data with noise, sporadic patterns and data
gaps [5]. The computation and analysis of such data on a real-time basis demand scalable computing capabilities and sound data
management systems. Also, industrial data do not have enough labelled examples to train on, particularly when dealing with
uncommon failures [6]. Conventional statistical and machine learning tools tend to have issues with this complexity, and they
need manual feature engineering and cannot learn nonlinear relationships and dynamic systems behavior. These constraints
foster the need of more sophisticated and intelligent methods of analysis that can process large and unstructured industrial data.
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Deep learning (DL) has become an effective tool in lloT-based predictive maintenance that provides automatic feature
detection [6], high modeling precision, and considerable resistance to both noisy and variable data. Industrial sensor data may be
analyzed for both spatial and temporal relationships using Convolutional Neural Networks (CNNs), Transformer topologies, and
Long Short-Term Memory (LSTM) networks [7]. These models are able to establish subtle patterns of degradation by learning
direct off raw inputs and give sound predictions of trends in dynamic environments [8]. This makes deep learning an essential
part of contemporary 10T big data analytics, since it enables more accurate, efficient, and scalable predictive maintenance
solutions.

1.1. Significance and Contribution
The study holds significant importance as it addresses the increasing demand of predictive maintenance solutions that are
reliable and real-time in 1l0T environment. As industries continue to depend on connected sensors and real-time data streams,
conventional methods of analysis cannot process and analyze such large amounts and complexity of 10T information. The deep
learning-based framework proposed addresses the challenges mentioned above by effectively deriving useful patterns out of
high-dimensional sensor data, early detecting faults, and avoiding expensive equipment failures. This study improves
operational performance, minimizes unproductivity, and contributes to smart decision-making within smart factories by
combining big data analytics with a strong CNN framework. Moreover, this methodology also shows that it can be scaled to a
variety of industrial purposes, which is why it remains a useful contribution to the progress of 110T-based predictive maintenance
systems.
e Utilized a real-world sensor dataset composed of time-series data and thermal images collected from electrical power
substations and industrial machinery, including parameters such as temperature, vibration, and voltage.
o Applied a systematic preprocessing pipeline, namely, Min-Max normalization, One-Hot encoding and balanced data
preparation to enhance the learning stability and minimize the bias in classes.
e A CNN with modified parameters is proposed to be used, as it is efficient at extracting both temporal and spatial-based
features to attain a high degree of accuracy while classifying errors in multi-class.
e  Severe assessment is made based on accuracy, accuracy, recollection, and F1 score and the CNN model is contrasted
with MLP, SVM and GBT and shown to be more accurate in predictive information.
e The paper offers a scalable and efficient predictive maintenance framework applicable to real-time industrial use,
enabling it to be used in the future in conjunction with edge computing and cloud-based analytics.

1.2. Justification And Novelty

The rationale behind the proposed research is that there is growing need to have scalable predictive maintenance solutions,
which are accurate as the 10T systems are creating massive, diverse, and high-velocity sensor data. Conventional ML models
are usually not able to form complex nonlinear trends and are not able to generalize in dynamic industrial environment. The
novelty in this paper lies in its preprocessing pipeline where the real-world sensors data is used for predictive maintenance in
I1oT, and observed the principles of big data analytics to enhance reliability. Additionally, the innovation is demonstrated by
comparing many models and demonstrating improved performance with a high level of precision and robust capacity for
generalization.

1.3. Structure of the Paper

The study has been organized in such a way: Section Il discusses the recent research on predictive maintenance. Section 111
explores the methodology in which models and metrics are included. Section IV is a presentation results and a discussion of the
practical implementation. Section V concludes the study and outlines future directions.

2. Literature Review

In this section, literature, lloT-powered predictive maintenance is emphasized based on ML, big data analytics, and cloud
systems to anticipate equipment malfunctioning, optimize operational performance, and solve the problem of unstructured data
processing, real-time analytics, scalability, and reliability across industrial sectors.

Binding, Dykeman and Pang, (2019) They discussed their practical experiences predicting machine downtime using real-
time forecasts of impending problems. A machine learning classification system that has been trained on past machine data is
used to make predictions. The sensor equipment that is now available limits this. They describe their recent cooperative efforts
for predictive maintenance with a manufacturer of high-end printing equipment. They outline their data analytics methodology
with an eye on handling unstructured data, provide preliminary findings, and talk about problems and lessons discovered [9].

Him, Poh and Pheng (2019) explains how to use loT-based predictive maintenance to enhance industrial operations. It
demonstrates how a manufacturing fault may be predicted using an IloT solution. This welding equipment has several smart
sensors that provide the data. Statistical process control techniques are used to keep an eye on it. Algorithms for machine
learning are used to find anomalous data patterns and uncover hidden relationships in data sets. Predictive models are then
created using the identified data patterns, and classification techniques are employed to distinguish between normal and welding
problems in manufacturing processes. The factors that most influence the failure are determined [10].
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Truong (2018) describe how to develop and improve integrated 110T predictive maintenance analytics using intricate 10T
big data cloud platforms. In order to solve system issues, their method involves identifying a variety of intricate relationships
together with pertinent, crucial analytics data regarding the equipment. To make data analytics, services management, and
situational data collection easier, they integrate people into a number of intricate 10T Cloud system components. They use cloud
services, domain knowledge, and serverless functionalities to offer dynamic human-software interactions for equipment
maintenance. They demonstrate an engineering solution that has been prototyped using cutting-edge cloud and 10T technologies,
including Apache NiFi, Hadoop, Spark, and Google Cloud Functions, via the practical maintenance of Base Transceiver Stations
[11].

Rehman et al. (2018) first presents the revolutionary concentric computing model (CCM) paradigm for the development of
big data analytics applications in 11oT. This paradigm includes sensor systems, inner and outside gateway processors, and central
processors (both inside and outside). Second, they examine, highlight, and report on contemporary research projects in big data
analytics that focus on the 10T paradigm. Third, they list and talk about important issues that still need to be resolved in order
to use CCM in the lloT paradigm. Lastly, they provide several research opportunities (such as real-time data analytics, data
integration, transmission of important data, edge analytics, real-time fusion of streaming data, security, and privacy)[12].

Temer and Pehl (2017) emphasize downhole equipment maintenance management, which is crucial given the harsh
downhole environment that may result in significant financial losses in the event of equipment failure. The use, prospects, and
challenges of predictive equipment maintenance and smart monitoring—which contrast with the conventional, reactive
approaches to equipment maintenance are supported by ML algorithms in data analytics and the [10T[13].

Kwon et al. (2017) provides a prediction model for 10T machine failure based on association rules. By analyzing the
relationship between the type and cause of machine failure, it may accurately predict machine failure in an actual industrial
environment. Three main phases should be taken into consideration when developing the prediction model: 1) Creating rules,
2) Binarization, and 3) Visualization. In the rule creation step, association rules are constructed using the Lattice model and the
Apriori method as IF-THEN structures once the binarization phase converts a dataset's item values to either 1 or 0. Lastly, the
developed rules are shown in a variety of ways to aid with user comprehension. The findings demonstrate that the proposed
predictive model correctly predicts ML utilizing association rules [14].

Table | is a summary of the recent studies on the lloT-based predictive maintenance in which include their methods, data
source, findings and limitations and future work.

Table 1: Summary of Background Study for Machine Learning and Deep Learning Approaches in liot Predictive
Maintenance

Author Methods Data Source Key Findings Limitations & Future
Work
Binding, Machine learning Real-world Demonstrated real-time Improve sensor coverage,
Dykeman classification model industrial machine | prediction of imminent machine enhance unstructured data
& Pang trained on historical | data from premium failures; highlighted practical processing, and explore
(2019) sensor data; printing equipment challenges in processing advanced deep learning
unstructured data unstructured sensor streams; models for more accurate
analytics provided insights from downtime forecasting.
deployment in real industrial
environment.
Him, Poh loT-enabled Smart sensor data Identified hidden data Expand framework to
& Pheng predictive from welding correlations and abnormal additional manufacturing
(2019) maintenance; machines patterns; classification models tasks, integrate more loT
Statistical Process successfully distinguished normal | sensors, and evaluate real-
Control (SPC); vs. defective welding processes; time deployment across
Classification identified critical variables larger industrial
algorithms contributing to failures. environments.
Truong loT big data cloud Real-world Base Designed an integrated big data | Test at larger scale, enhance
(2018) architecture; Transceiver Station | cloud system enabling human-in- | automation, and integrate
serverless computing; | (BTS) maintenance | the-loop analytics; demonstrated advanced predictive
Apache NiFi, Hadoop, data dynamic interactions between algorithms for fully
Spark, Google Cloud cloud services and operators; autonomous maintenance
Functions effectively supported incident workflows.
handling and equipment
monitoring.
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Rehman et Concentric Conceptual model Introduced a multi-layer CCM Implement CCM in real-
al. (2018) Computing Model + survey of lloT architecture for scalable 10T world I1oT deployments;
(CCM); big data big data analytics; highlighted key address data integration,

analytics framework applications research trends and challenges, privacy, and secure edge

including real-time analytics and analytics; develop
data fusion; proposed future optimized streaming
directions for 10T ecosystems. analytics pipelines.

Temer & IloT-based smart Downhole Presented opportunities and Need deeper validation in
Pehl (2017) | monitoring; machine equipment challenges for predictive varied downhole scenarios;
learning-supported monitoring data maintenance in harsh downhole incorporate deep learning
predictive environments; showed how IloT | and multi-sensor fusion for

maintenance + ML improves decision-making more robust predictions.

compared to reactive
maintenance.

Kwon et al. Association rule- Real Built an interpretable rule-based Extend to continuous and

(2017) based predictive manufacturing model for predicting machine high-dimensional sensor
modeling; Lattice machine failure failures; demonstrated accurate data; combine association

model; Apriori datasets identification of cause—effect rules with deep learning;

algorithm; relationships; provided visual rule evaluate model
binarization and rule representations aiding operator performance across diverse
visualization understanding. 10T environments.

3. Methodology

In the predictive maintenance methodology, the sensor data is collected and undergoes preprocessing technigques such as
Min-Max Normalization and encoding categorical columns into numerical using One Hot encoding. The training (70%) and
testing (30%) portions of the data are then separated. The processed data is used to train CNN and other DL models. The

model's performance is evaluated using metrics including F1 score, recall, accuracy, and precision; the outcomes are then
examined to ascertain efficacy. This workflow is shown in Figure 1.
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Figure 1: Flowchart for predictive maintenance using sensors data
The following steps of the proposed methodology are briefly discussed below:

3.1. Data Collection

Sensory data was gathered using three-axis accelerometers, non-contact temperature, humidity, and current sensors. This is
the case when the vibration sensor produces X, Y, and Z data sets. It can see these outcomes in the same column in the dataset,
and a fault condition would occur every one second throughout the sampling interval. Both online and offline data collection
methods are used by the sensor. A wealth of information is obtained via offline data gathering and is divided into normal,

problems with high load, misalignment, overcurrent, and stop rotation. The necessary dataset was obtained by carefully applying
these classes to the motor with the necessary defect.
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Figure 2: The Dataset Distribution For Five Types Of Classes

Figure 2 represents the distribution of the dataset across five different classes: normal, over current, stop rotating,
misalignment and heavy load. The dataset is imbalanced with the normal condition it has the highest number of samples around
20000, followed by stop rotating with a significant count of around 17,000. The misalignment and overcurrent classes have
moderate representation, while heavy load has the least number of samples. To avoid the model becoming biased towards
majority classes and to guarantee effective defect identification in all scenarios, strong training procedures are crucial, as this
imbalance shows.

3.2. Data Preprocessing

Preprocessing plays a vital role in the proper fault prediction during 1loT-based predictive maintenance. The sensor data were
carefully examined to ensure that there was consistency in all the readings. As the data was not balanced in the five fault classes,
correct handling was done to ensure that the model was not biased towards majorities. Preprocessing processes involved are:

3.2.1. Min-Max Normalization

A data processing technique called min-max normalization converts values in a dataset inside a certain range, often 0 and 1
[15]. The main objective of this normalization is to provide a consistent scale for all features (variables) in the dataset,
preventing features with larger values from predominating or adversely influencing the analysis or models employing the data.

Equation (1) provides the normalizing formula:
X' = (X—Xmin)
(Xmax—Xmin)
Where x is the initial value to be scaled, X' is the normalized value, X,,;,, is the feature's minimum value, and X,,,, IS its
maximum value.

3.2.2. One-Hot Encoding

To convert categorical features into numerical representation, the Scikit-learn library's One-Hot Encoding was utilized. This
transformation was necessary to convert non-numeric categorical variables into a binary matrix representation, enabling the
model to interpret and process categorical data effectively during training and evaluation.

3.3. Data Splitting
They separated the dataset into training and testing subgroups, allocating 70% to training and 30% to testing.

3.4. Proposed Convolutional Neural Network Model

A traditional DL technique for image processing is the CNN. It draws inspiration from the idea of basic and sophisticated
brain cells found in the visual cortex [16]. CNN models are successful in computer vision, voice recognition, picture
classification, fault diagnostics, and RUL estimation [17].

The convolutional layer and the pooling layer are the two main layers of CNN models. Convolutional layers create features
by convolving raw input data with many filters. Multiple convolutional kernels are used to convolve the input x in the
convolutional layer.

Let W,* and b," be the weight and bias of the kernel s in the | layer. The convolutional layer's output may then be computed

using Equation (2). f denotes the activation function.
vy = F( 0+ 1)
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In many cases, the pooling layers extract the most significant local characteristics afterward, which also serve as a feature
dimensionality subsampling tool [18]. As a result, pooling is a good way to increase computation efficiency in very high-
dimensional situations. In this study, max pooling is used.

3.5. Evaluation Metrics

To assess how well the categorization model performs when applied to the sensor data, a confusion matrix is utilized, capturing
the outcomes of predicted versus actual classifications. The matrix includes four key components. The confusion matrix is listed
in below:

True Positive (TP): A true positive is the frequency with which a model accurately predicts a certain class [19].
False positive (FP): The number of times a certain class is predicted when it was false.

True negative (TN): is when a class correctly was not predicted.

False negative (FN): The frequency with which a certain class is not anticipated when it is true.

3.5.1. Accuracy
It is the most popular and maybe the primary choice for evaluating an algorithm's performance in classification scenarios [20]. It
is defined by Equation (3) as the ratio of accurately recognized data items to all observations. Even while accuracy is often

used, it is not the best performance:
TP+TN

Accur =
ccuracy TP+Fp+TN+FN

®)
3.5.2. Precision

It only displays "the number of selected data items that are relevant." Put otherwise, the number of observations that are
truly positive out of those that an algorithm predicts would be favorable. Equation (4) states that the accuracy and the number of

true positives is equal:
TP

TP+FP

Precision = (@)
3.5.3. Recall
It presents “what number of relevant data items are selected” in actuality, how many of the positive observations were truly

anticipated by the algorithm [21]. Equation (5) states that the recall is equal to the number of TP and FN:
TP
(®)

Recall = ——
TP+FN

3.5.4. F1 Score
This metric, often referred to as f-score or f-measure, evaluates an algorithm's performance by taking into account both
accuracy and recall. In terms of mathematics, it is the harmonic mean of recall and accuracy, which is expressed as follows in
Equation (6):
PrecisionxRecall

F1—score =2 X ————— (6)

Precision+Recall

These metrics are collectively effective in presenting the performance of the model.

4. Results Analysis and Discussion

The experimental conditions and performance matrices of the suggested model detailed in this section. The proposed model
architecture was built using the NVIDIA GeForce GTX 1650 GPU and Intel(R) Core (TM) i7-9750H CPU @ 2.60 GHz CPU.
On the CPU, the compressed model was compressed using TensorFlow Lite. On the TPU, the compressed model was
compressed using two quantization algorithms. Table 11 shows the evaluation measures of the CNN model used in predictive
maintenance on Industrial 10T, which shows an excellent performance. The model has attained a high accuracy of 99.47%,
which means to the fact that the model can accurately categorize most cases. The model's accuracy, recall, and f1 score were
99.09%, 99.29%, and 99.59%, respectively.

Table 2: Deep Learning Model for Predictive Maintenance Using Sensors Data
Metrics | CNN Model

Accuracy 99.47

Precision 99.09
Recall 99.29

F1 Score 99.59
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Figure 3: Accuracy Curve of CNN Model for Predictive Maintenance

Convolutional neural network (CNN) model accuracy as a function of 50 training epochs is displayed in Figure 3. The
training accuracy is quite constant and has slight variations and the values are near 0.995 during the entire training period. The
validation accuracy shows a lower variability, with some low points and rebounds, but overall, the variability of the validation
accuracy follows the upward trend of the training curve. The minor differences between the two curves show that the model is
learning successfully with no major overfitting effects. Altogether, this number indicates that CNN model has a high predictive
potential and consistently stable learning behavior even during the training process.
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Figure 4: Loss Curve Of CNN Model For Predictive Maintenance

The CNN model's loss curve utilizing 50 epochs of training and validation data is displayed in Figure 4. The training loss in
this case is small and exhibits a consistent pattern, indicating a solid learning process and model convergence during the
optimization process. Conversely, the validation loss exhibits some degrees of variation in the epochs implying variability in the
process of assessing unseen data. Regardless of these fluctuations, the loss of validation does not show any extreme deviation
which means that the model has the capacity to generalize. The overall trend of the number shows that the CNN obtains

relatively low loss values, which proves that the optimization process is performed correctly and the model has a decent level of
stability.
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Figure 5: Confusion Matrix Of CNN Model For Predictive Maintenance
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The CNN model's confusion matrix and classification performance on five distinct categories are shown in Figure 5. The
diagonal dominance of the matrix is high with very high true-positive numbers in each of the classes, which means that the
model accurately recognizes the majority of the samples. The misclassification rates are so low with not many off diagonal
values in the matrix. The darker purple ones are the greater counts and it is a strong indicator of the consistency of the model and
its sound decision ranges. This value proves that CNN model can make very accurate predictions and can differentiate the
various classes well, which testifies to its applicability to the multi-class classification problem.

4.1. Comparative Analysis and Discussion

In this work, Table Il provides a comparison of different machine-learning models to show how the suggested
Convolutional Neural Network (CNN) performs better than I1oT-based predictive maintenance. The CNN has an accuracy of
99.47% which is far much better than the traditional classifiers like Multilayer Perceptron (MLP) at 96.78%, Support Vector
machine (SVM) at 95.52%, and Gradient Boosted Trees (GBT) at 93.91%. These findings confirm the strength of deep learning
in processing high dimensional industrial sensor data. The high precision of the CNN highlights its applicability in real-time
fault diagnosis, as well as predictive maintenance that is reliable in Big Data-driven Industrial Internet of Things environments.

Table 3: ML and DL Models Performance Comparison for Predictive Maintenance in liot Using Sensors Data

Model Accuracy
CNN Model 99.47
MLP[22] 96.78
SVM[23] 95.52
GBT[24] 93.91

The proposed CNN-based model could be used as a powerful predictive maintenance predictor in I10T systems as it is able
to extract meaningful patterns within complex industrial sensor data. It has a deep architecture that facilitates the effective
identification of minor signs of fault without manual feature engineering. The model, intended to support work with massive
data streams, can be used to monitor and make real-time, informed decisions, thereby increasing the reliability of systems,
reducing downtime, and making the overall process of industrial operations based on Big Data more efficient.

5. Conclusion and Future Work

The proposed predictive maintenance framework, made use of deep learning, has a high potential for responsible work with
the complexity and volume of sensor data created in the environment of the Industrial Internet of Things (11oT). The
methodology is capable of detecting complex fault patterns and providing highly precise multi-class classification results
through the combination of big data analytics and a well-crafted Convolutional Neural Network (CNN), which is complex. The
preprocessing method, such as normalization and categorical encoding, makes sure that the information is properly organized so
that it can be learned. The results of the experiment show a remarkable accuracy of 99.47% with the support of high levels of
precision and recall and F1, which means that there is a good generalization to different operating conditions. When the CNN
method is compared to the traditional machine learning models like MLP, SVM and GBT, it is evident that the former is much
better in performance. The framework helps to reduce the unpredictable equipment failures, enhance the efficiency of their
operations, and facilitate the process of making intelligent decisions in the IloT-based industrial environment. In general, the
article provides an excellent basis of scalable and data-driven predictive maintenance systems in the current smart manufacturing
settings. The next step in the future is to study how edge computing can be integrated to enable real-time prediction on a device
level without adding communication latency and computation time on cloud platforms. State-of-the-art architectures, including
LSTM networks, CNN-RNN or hybrid versions, and attention mechanisms, can also be further improved in terms of temporal
learning. Increasing the quantity of fault types in the dataset and testing the model in a variety of industrial configurations will
contribute to enhancing resilience and increased applicability.
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