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Abstract: Multi-cloud data federation has emerged as a pivotal approach for enterprises seeking unified business 

intelligence (BI) across distributed cloud data sources. This paper presents a comprehensive study of architectures 

and techniques that enable data virtualization, real-time data access, and interoperability across cloud providers. We 

describe an academic-grade architecture for federated query engines and semantic abstraction layers that integrate 

heterogeneous cloud databases and data lakes into a unified virtual data layer. Implementation details of federated 

query processing, data integration platforms, and semantic metadata management are discussed, with emphasis on 

query decomposition, source connectors, and global schema mapping. We evaluate the design through analysis of 

query optimization strategies and a case study of a federated query engine spanning multiple public clouds. The 

results demonstrate that intelligent federation (e.g., push-down of operations to sources, caching, and distributed 

execution) can significantly reduce cross-cloud data movement and query latency, improving performance for real-

time analytics. Key challenges – including network latency, distributed query optimization, security and access 

control, schema heterogeneity, and compliance – are examined in depth. We discuss practical solutions and best 

practices to mitigate these issues, such as caching strategies, learned federated optimizers, and unified identity 

management. The paper’s contributions provide a foundation for building multi-cloud data federation models that 

deliver unified BI insights with the flexibility of data virtualization and the rigor of enterprise data governance. 

 

Keywords: Multi-Cloud Data Federation, Data Virtualization,  Federated Query Engine, Unified Business 

Intelligence (BI), Cross-Cloud Query Optimization, Predicate Pushdown, Semi-Join Reduction, Cost-Aware Query 

Planning, Egress Cost Modeling, Bounded-Staleness Freshness, Semantic Abstraction Layer, Global Schema 

Mapping, Schema Heterogeneity; Interoperability, Data Governance And Policy Propagation, Row-Level And 

Column-Level Security, Unified Identity And Access Management (IAM), Metadata Catalog And Lineage, Caching 

And Materialized Views, Distributed Query Execution, Real-Time Analytics. 

 

1. Introduction 
Modern enterprises increasingly deploy their data and 

analytics workloads across multiple cloud platforms (multi-

cloud) and on-premises systems. A 2023 industry survey 

reported that 98% of organizations are in the midst of a 

multi-cloud journey, with AI and analytics as key drivers – 

underscoring the need for a unified approach to data across 

clouds. In such environments, critical business data is siloed 

in heterogeneous data stores (e.g., relational warehouses, 

NoSQL databases, data lakes) hosted by different cloud 

providers. This fragmentation poses a major challenge for 

Business Intelligence (BI) and analytics teams who require 

integrated, real-time access to all enterprise data for holistic 

insights. Traditional approaches like data warehousing 

consolidate data into a single repository, but they involve 

bulk ETL, data duplication, and latency that conflict with the 

agility needs of today’s businesses. There is thus a strong 

motivation for multi-cloud data federation, which allows 

querying and analyzing data in situ across multiple clouds 

without first centralizing it. 

 

Multi-cloud data federation builds on the concept of 

data virtualization, creating a unified, semantic data layer 

that can span disparate data sources. Instead of moving or 

copying data, a virtualization layer uses a federated query 

engine to retrieve data on-demand from source systems and 

present it as an integrated view to users. This promises real-

time or near real-time BI insights, since queries reflect the 

latest data at sources, and avoids vendor lock-in by 

abstracting the underlying cloud platforms. However, 

achieving seamless BI across clouds is non-trivial due to 

technical and organizational challenges. Prior studies have 

noted “hidden drawbacks” in multi-cloud setups such as 

vendor lock-in, migration portability issues, security risks, 

and high costs, while interoperability standards remain a 

work in progress. These issues necessitate robust 

architectural models and intelligent query processing 

techniques to make multi-cloud federation viable. 

 

This paper focuses on three key capabilities for 

successful multi-cloud BI integration: (1) Data virtualization  

providing a logical data access layer that hides source 

complexity; (2) Real-time data access – enabling up-to-date 

queries across sources with minimal latency; and (3) 

Interoperability across cloud providers – ensuring the system 

works transparently over heterogeneous cloud 
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infrastructures. We survey related work in federated 

databases, data integration platforms, and cloud data 

architectures, and we propose a unified architecture that 

leverages federated query engines, semantic abstraction 

(global schemas), and distributed query optimization to 

address these needs. We present implementation details 

based on state-of-the-art systems and research, including 

federated SQL query processing, cross-source optimization 

techniques, and security mechanisms for multi-cloud data 

access. 

 

This work makes the following concrete contributions: 

 A cost-aware, cross-cloud query planning model 

that accounts for compute and egress costs with 

adaptive pushdown strategies. 

 A bounded-staleness freshness model for near-real-

time BI federation across heterogeneous clouds. 

 A unified governance and policy propagation 

approach enabling row/column-level security and 

lineage across providers. 

 An empirical evaluation plan with reproducible 

benchmarks comparing federation against 

centralized ETL and naive federation baselines. 

 

2. Comparison with Existing Federation 

Engines 
We compare against Trino/Presto federation and 

lakehouse federation patterns on: optimizer cost-awareness, 

pushdown depth, freshness guarantees, governance 

enforcement, and operational metrics (latency, cost). The 

proposed approach introduces bounded-staleness SLAs and 

egress-aware planning not explicitly addressed in baseline 

systems. 

 

An experimental case study is discussed, illustrating 

how a prototype federated query engine can combine data 

from, for example, AWS and Google Cloud in real time. We 

summarize results from recent evaluations which show that 

such an approach can achieve significant performance gains 

by pushing computation closer to the data and reducing inter-

cloud data transfers. Finally, we analyze the key challenges – 

query latency, optimizer design, security and compliance, 

schema mapping, and access control – and discuss solutions 

and future research directions. The remainder of this paper is 

organized as follows: Section II reviews related work; 

Section III introduces the federated architecture; Section IV 

details the implementation of its components; Section V 

outlines experimental setup; Section VI presents results; 

Section VII discusses the challenges and potential 

improvements; and Section VIII concludes the paper. 

 

2.1. Experimental Setup and Metrics 

 Reproducibility: dataset schemas, query templates, 

network profiles, and cost parameters will be 

documented. 

 Environments: cross-cloud network latency profiles; 

provider throttling scenarios. 

 Metrics: p50/p95 latency, throughput, freshness 

SLA violations, cost (compute + egress), cache hit 

rate. 

 Baselines: centralized ETL + lakehouse; naive 

federation without pushdown; optimized federation 

(ours). 

 Workloads: TPC-DS query variants and 

representative BI dashboards 

 

3. Related Work 
3.1. Federated Databases and Data Virtualization 

The concept of querying across autonomous databases 

dates back to early federated database systems and 

mediators. In contrast to data warehousing, which physically 

consolidates data, a federated or virtual database provides a 

unified interface while leaving data in source systems. 

Modern data virtualization platforms (e.g., Denodo, IBM 

Cloud Pak for Data) extend this idea with performance 

optimizations and richer metadata management for BI use 

cases. Database federation allows integrating and querying 

multiple disparate databases through a single interface in 

real-time, without performing ETL to a central store. Rick 

van der Lans and others have advocated data virtualization 

for BI, highlighting benefits like on-demand access, reduced 

storage costs, and faster integration. Virtualization creates a 

“single data-access layer” that hides the complexities of 

source data and presents a business-friendly view. It 

typically encompasses connection adapters to data sources, a 

semantic abstraction layer aligning schemas, and a query 

engine that can optimize and distribute queries across 

sources. 

 

3.2. Polystores and Heterogeneous Data Integration 

Recent research in polystore databases and multi-model 

data systems is relevant to multi-cloud federation. Polystores 

(e.g., BigDAWG, Polybase) enable querying across different 

data models (relational, NoSQL, text, etc.) through a unified 

engine, often using middleware that decomposes queries and 

translates between query languages. This line of work 

addresses extreme heterogeneity and provides techniques 

like multi-model querying and schema translation, which are 

also pertinent when integrating diverse cloud data services. 

For instance, solutions such as FOVDA propose ontology-

driven federated architectures for integrating distributed data. 

While polystore research often focuses on variety of data 

models, many of the optimization and schema reconciliation 

challenges overlap with multi-cloud BI integration. 

 

3.3. Cross-Cloud Analytics Platforms 

Major cloud vendors have begun to offer cross-cloud 

analytics solutions. Google’s BigQuery Omni (built on 

BigLake) and Amazon Athena Federated Query are notable 

examples. BigQuery Omni extends Google’s BigQuery data 

warehouse to other clouds (like AWS and Azure) by 

allowing BigQuery’s execution engine to query data stored 

in external object stores (Amazon S3, Azure Data Lake) 

without data movement. Levandoski et al. describe BigLake 

as BigQuery’s evolution into a multi-cloud lakehouse, which 

combines traditional warehouse features (governance, 

metadata, security) with the flexibility to query open-format 
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data in multiple clouds. This signifies an industry trend 

toward distributed query engines that can run on any cloud 

and access data wherever it resides. Similarly, Starburst 

(based on Trino/Presto) and Apache Drill are engines that 

allow SQL querying across data sources, and can be 

deployed in multi-cloud environments. These systems 

demonstrate the feasibility and value of federated queries for 

analytics. As evidence, a variety of federation engines from 

both academia and industry – Presto/Trino, Spark SQL, 

Amazon Athena, Google BigQuery (with external 

connectors), Dremio, etc. – have emerged, underscoring the 

importance of federated query processing in practice. 

 

3.4. Query Optimization and Distributed Execution 

A significant body of related work addresses the 

optimization of queries in federated and distributed contexts. 

Classic distributed database techniques (e.g., semi-joins, 

query shipping vs. data shipping) inform how a federated 

engine can minimize data transfer. Recent research has 

highlighted that optimizing federated queries is especially 

challenging due to the heterogeneity of underlying systems 

and lack of global statistics. Many existing federated engines 

use relatively simple, rule-based approaches – for example, 

transferring all relevant source tables to a central engine and 

then joining them, with only basic pushdowns of filters to 

sources. This one-size-fits-all approach can be suboptimal. 

Gao et al. [4] proposed pushing down join computations into 

the sources to reduce data movement, which was shown to 

improve performance in a cloud federation scenario. Recent 

work by Giannakouris [5] advocates learned query 

optimizers for federations, where the optimizer dynamically 

learns cost models for each data source by observing 

performance, instead of relying on hard-coded rules. Such 

approaches aim to enable more sophisticated plans (e.g., 

distributed join ordering, partial pushdown of joins) that 

traditional federated engines often forgo. Our work builds on 

these insights, recognizing that robust query planning and 

optimization are central to efficient multi-cloud data 

federation. 

 

3.5. Security and Governance in Multi-Cloud 

Ensuring security, privacy, and compliance across 

multiple clouds is a recognized challenge. The Cloud 

Security Alliance and others have published guidelines for 

multi-cloud security postures. Celesti et al. [7] discussed 

enhancements to cloud architectures to enable secure cross-

cloud federation as early as 2010. Key issues include 

federated identity management, cross-cloud access control, 

and data governance. Each cloud provider has distinct 

Identity and Access Management (IAM) systems, role 

definitions, and permission models; a multi-cloud federation 

system must either integrate or abstract these into a unified 

security layer. Prior works have noted the complexity of 

coordinating security across clouds and the risk of 

misconfigurations or inconsistent policies if not handled 

properly. Our paper addresses these aspects by including 

security architecture as a first-class component of the 

federated model (e.g., employing a single sign-on and 

attribute-based access control that spans all sources). 

 

In summary, the literature provides the building blocks 

for multi-cloud data federation: the theoretical underpinnings 

of distributed and federated databases, practical systems for 

cross-source querying, and cautionary tales about 

optimization and security. This work synthesizes these 

threads, focusing specifically on BI-driven data federation 

across cloud providers, and extends them by detailing a 

unified architecture and discussing solutions to the 

contemporary challenges identified in related work. 

 

4. Architecture 
4.1. Connection Layer (Data Source Connectors) 

This layer comprises connectors or adapters for each 

data source. Connectors handle the details of connecting to a 

source system (using JDBC, ODBC, REST APIs, etc.), 

executing sub-queries, and retrieving result data. They also 

perform schema discovery and datatype mapping for their 

source. For example, one connector may interface with an 

Oracle database in Cloud A, while another reads from 

Amazon S3 in Cloud B. The connectors translate the 

federated engine’s requests into source-specific queries (SQL 

or API calls) – thus, the engine “speaks” the native language 

of each data source via these adapters. The connection layer 

is also responsible for hiding network complexities: it 

manages connections, authentication to sources, and may 

perform functions like result chunking or local caching of 

remote data fragments. In a multi-cloud scenario, connectors 

must handle higher latencies and enforce any network 

security (e.g., using VPN or encryption) when 

communicating across cloud boundaries. 

 

4.2. Federation Engine and Semantic Abstraction Layer 

At the core is the federated query engine, which includes 

a Query Planner/Optimizer, a Query Coordinator/Processor, 

and a Global Schema or Semantic Layer. The semantic layer 

defines a unified global schema or logical data model that the 

BI users or applications interact with. It provides a mapping 

from the disparate schemas of underlying sources to a 

consistent representation (often using business-friendly terms 

and formats). This layer may be implemented via virtual 

schema definitions or views. By aligning heterogeneous data 

into a common model, the semantic layer enables 

interoperability and easier join logic across sources. The 

Global Catalog/Metadata Repository stores information 

about all data sources (schemas, statistics, data location) and 

the mappings for schema reconciliation. It effectively acts as 

a “data catalog that unifies metadata” across the lakehouse 

and federated sources, facilitating semantic consistency and 

governance. The query engine itself parses incoming 

federated queries (written in a high-level language like SQL) 

against the global schema, devises an execution plan, and 

orchestrates its distributed execution. A typical query plan is 

decomposed into sub-queries targeted at the individual 

sources: the engine “translates a single query into subqueries 

shipped to the source data stores,” then merges the results to 

present a unified answer. The optimizer uses metadata and, if 

available, cost models to decide on strategies such as which 

filters or aggregations to push down to sources, how to order 

joins, and whether to retrieve entire datasets or use 

pagination/limits. After planning, the Query Coordinator 
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component dispatches sub-queries to the connectors in 

parallel, and a result integration component (sometimes 

called the mediator) assembles the partial results into the 

final result set (performing joins, unions, or further 

processing that couldn’t be done at sources). This layer may 

also include a caching mechanism or materialized view 

module to store results of frequent sub-queries, thereby 

improving performance for repetitive queries. (We discuss 

caching in Section VII as an optimization for latency.) 

Importantly, the federated engine enforces a unified security 

model at this layer: it can implement row-level or column-

level security and check user permissions before returning 

integrated results. By doing so, the engine acts as a single 

gatekeeper with a consistent data security policy across all 

clouds. 

 

 
Fig 1: High-Level Architecture of A Multi-Cloud Data Federation Platform for BI. 

 

The system consists of a Federated Query Engine 

(serving layer) that acts as an intermediary between multiple 

cloud data sources and the BI applications or users. Data 

sources can include cloud data warehouses, relational 

databases, NoSQL stores, or data lakes residing on different 

cloud providers (and optionally on-premises). Rather than 

copying data into a single repository, the federated engine 

virtualizes access to distributed data, creating a unified view 

for the consumer. As depicted in Figure 1, the architecture 

can be logically divided into three main layers: (1) 

Connection/Adapter Layer, (2) Federation Engine & 

Semantic Layer, and (3) Consumption Layer. 

 

4.3. Consumption Layer (BI Tools and Applications) 
The top layer represents the end-users or client 

applications consuming the data. This could be a BI platform 

(like Tableau, Power BI) issuing SQL queries, a data science 

notebook querying via a JDBC driver, or a custom 

application calling a REST API provided by the federation 

platform. The consumption layer interacts with the federated 

query engine through standardized interfaces often SQL is 

used for BI tools, but the engine may also expose other 

interoperability interfaces such as RESTful APIs or data 

sharing protocols. The goal is to simplify data access for 

consumers by presenting them with a single endpoint (the 

federated engine) instead of multiple disparate source 

endpoints. For example, analysts can connect their 

dashboarding software to the federation service and issue a 

single query to join data from an Azure SQL database and an 

AWS Redshift cluster, without needing to know the specifics 

of each. The consumption layer also includes the governance 

and access control policies applied to users: the federation 

engine can integrate with corporate identity systems such as 

SSO/LDAP/OAuth so that user credentials and roles 

propagate to query privileges. This ensures that a user sees 

only the data they are allowed to, even when the query spans 

multiple sources. 

 Federated Query Engine Internals: The federated 

engine’s internal architecture draws from 

distributed query processing frameworks. Figure 2 

illustrates its components in more detail. 
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Fig 2: Data Virtualization Service. 

 

When a query is received, it goes through a series of 

stages: parsing, analysis/validation, rewrite/optimization, 

execution. During parsing, the SQL (or other query) is 

converted into an internal representation (e.g., an abstract 

syntax tree or logical algebra). The semantic analyzer then 

validates the query against the global schema, resolving 

logical table and column names to the underlying sources. It 

also checks for semantic conflicts or schema mismatches. 

After validation, the optimizer applies both rule-based and 

cost-based techniques to create an efficient execution plan. 

In a federated context, optimization is critical to reduce data 

movement: the engine will attempt to apply predicate 

pushdown (so that filters and projections are executed at the 

source databases), minimize the amount of intermediate data 

shipped over the network, and if possible, perform 

distributed joins cleverly. For instance, if one source is much 

smaller, the optimizer might decide to retrieve that small 

table and send it to the other source for a join (a data 

shipping strategy), or vice versa (a query shipping strategy). 

The optimizer also considers source capabilities – e.g., not 

all sources can do complex aggregations or subqueries, so 

the engine might only push what each source can handle. 

Recent research indicates that typical federated engines often 

use simplistic plans (pulling all data to a central engine) and 

thus suffer performance penalties. Our architecture leverages 

more advanced optimization (discussed in Section IV and 

Section VII) to approach the performance of a single-system 

query planner. 

 

Once the plan is finalized (often represented as a tree of 

operators with annotations of where each will execute), the 

execution engine kicks off. The execution engine will 

coordinate the parallel dispatch of sub-plans to the respective 

connectors (possibly using a thread-pool or distributed 

execution fabric). Each connector, as part of the data source 

layer, executes the subquery and streams results back. The 

engine may employ pipeline parallelism as soon as a first 

batch of tuples from a source arrives, it can start processing 

them (for example, feeding into a join operator) without 

waiting for the entire source result. The federated engine 

includes a buffer management subsystem to handle these 

streaming results and any intermediate state (e.g., if it needs 

to sort or hash join data from multiple sources). Because 

memory management is crucial (data volumes can be large 

when combining sources), many engines use chunking and 

on-disk spilling of intermediate results to handle big queries. 

In a multi-cloud setup, network latency and bandwidth are 

major factors thus the engine may employ asynchronous, 

non-blocking I/O to fetch from sources in parallel, as well as 

compression for data in transit. 

 

4.4. Security & Governance Architecture 

The architecture includes cross-cutting components for 

security and metadata governance. A Federated Identity 

Management component allows the system to trust and use 

identities from different cloud providers. For example, an 

enterprise might set up SAML or OAuth federations so that a 

user’s corporate identity can be mapped to roles on each 

cloud source. The federated engine can either directly use 

source credentials (impersonation) or maintain its own 

access control rules that mirror the source restrictions. We 

implement a unified access control layer in the federation 

engine: incoming queries are tagged with the user identity, 

and before forwarding sub-queries to sources, the engine 

checks if the user has rights to access those particular schema 

objects. Additionally, the engine can enforce column 

masking or filtering centrally if a source cannot do fine-

grained security. The Oracle reference architecture suggests 

that a single data security model at the federated engine can 

increase security by providing consistent enforcement. Data 

governance is facilitated by the global catalog, which stores 

data lineage (which source did each piece of data come from) 

and usage logs. This is crucial for audits and compliance in 

multi-cloud environments. 
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In summary, the proposed architecture balances 

distributed execution (to leverage each cloud’s power and 

minimize data movement) with a centralized semantic and 

security layer (to provide a unified, user-friendly and 

governed interface). It is essentially a logical data 

warehouse spanning clouds, often also called a data fabric or 

mesh in industry terms. In the next section, we delve into 

implementation details of key components – including how 

federated queries are optimized and executed, and how real-

time performance and interoperability are achieved. 

 

5. Implementation 
We now discuss implementation details and design 

choices for the core components of the multi-cloud data 

federation architecture: the federated query engine, the data 

integration (virtualization) platform features, and the 

semantic abstraction layer. 

 

5.1. Federated Query Engine Implementation.  
Implementing an efficient federated query engine in a multi-

cloud context requires careful attention to query planning, 

optimization, and execution, as well as network 

considerations. Our implementation builds on a distributed 

SQL query processing framework extended for federation. 

Key aspects include: 

 

5.1.1. Global Query Optimizer 

The optimizer uses a hybrid of rule-based and cost-

based approaches. In the absence of reliable global statistics 

(often a reality when sources are independent), we employ 

dynamic techniques. For example, we might sample row 

counts from sources or use feedback from prior queries. The 

optimizer’s goal is to push as much computation as possible 

to the sources – this includes filters (WHERE clauses), 

projections (SELECT columns), and even joins or 

aggregations if the source can perform them and if it’s 

beneficial. A noteworthy strategy is computational push-

down for joins [4]: if two source systems can communicate 

(or if one source can accept a foreign data wrapper of 

another), the engine can direct them to perform a join 

without extracting all data. However, in many multi-cloud 

cases, sources cannot talk to each other directly, so the 

engine coordinates all joins. To minimize data movement for 

joins, the optimizer might choose to ship a smaller table to 

the location of a larger table. Suppose we are joining a 500 

MB table in Google BigQuery with a 5 GB table in Amazon 

Redshift; the engine could decide to send the 500 MB of data 

from BigQuery to Redshift and perform the join there, to 

avoid pulling 5 GB out of Redshift. These decisions are 

complex due to lack of detailed statistics and cost data from 

remote systems – indeed, “estimating subquery execution 

cost in an external system is very challenging” without 

access to that system’s query optimizer internals. Our 

implementation mitigates this by a combination of 

calibration queries (probing sources with lightweight queries 

to estimate sizes) and heuristics (e.g., always push filters 

first, avoid cross-cloud joins if one side is above a certain 

size threshold). 

 

The optimizer also employs rule-based rewriting to 

simplify federated queries. For instance, if a query requests 

data that resides entirely in one source, the engine detects 

this and treats it as a pass-through query (delegating fully to 

that source’s optimizer). If a query involves multiple sources, 

the engine might split it and attempt to group operations by 

source. We implement known techniques like semi-join 

reduction: e.g., if joining large tables A (in Cloud X) and B 

(in Cloud Y) on a key, the engine can first query Cloud Y for 

just the joining keys of B (maybe with some filter), send that 

small list to Cloud X to pre-filter A, then bring the reduced A 

back for the final join. This can dramatically cut transfer 

volumes. Such strategies have been studied in distributed 

databases; our contribution is adapting them to multi-cloud 

networks where bandwidth between some clouds might be 

the bottleneck. 

 

5.1.2. Execution Engine and Middleware 

The federated engine is implemented in a middleware 

server that can be deployed on a cloud (or across multiple 

clouds). We chose a cloud-agnostic containerized 

deployment (e.g., running the engine in Kubernetes), so it 

can be placed strategically (some enterprises run the engine 

in one primary cloud region; others deploy multiple instances 

closer to each data source). The execution engine 

orchestrates sub-query execution asynchronously. 

Connectors return data as streams of tuples; we use an 

asynchronous event-driven model to merge these streams. 

The engine uses multi-threaded parallelism: at a minimum, 

one thread (or asyncio task) per data source sub-query, plus 

threads for merging and final processing. Batches of results 

from each source are fed into in-memory buffers. Our 

implementation pays attention to backpressure – if one 

source is much slower, the engine can pause or slow down 

faster sources to avoid memory overflow. We also 

implement an on-disk spill mechanism for very large 

intermediate results: if the buffer for a join’s build side 

exceeds a threshold, it is written to a temporary store (either 

local disk or cloud storage) and streamed from there. These 

techniques ensure the engine can handle large datasets 

without running out of memory, at some cost in I/O 

performance. 

 

One innovation in our implementation is adaptive 

execution: the plan can adjust on the fly based on 

intermediate results. For example, if the engine starts pulling 

data from Source A and finds far more rows than the 

optimizer expected, it could decide to change strategy 

(perhaps switch join direction or use a bloom filter 

pushdown on Source B). While fully adaptive re-planning is 

complex, we incorporate simple adaptive filters. We also 

integrate a learned component inspired by [5]: the engine 

observes the execution time and throughput of each source’s 

sub-query, and logs these. Over time, it builds a simple 

performance model (e.g., how quickly can source X return N 

rows). This helps in future planning (a form of machine 

learning for the optimizer). The goal is to overcome the 

“one-size-fits-all” static approach and instead tailor to the 

actual performance characteristics of each cloud source. 
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5.1.3. Real-Time Data Access and Freshness 

To enable real-time BI, our implementation ensures 

minimal latency overhead on top of source response times. 

The engine does not schedule queries in batch windows; it 

processes each query on demand, with the above 

optimizations to make it as fast as feasible. We avoid staging 

or caching data unless necessary. However, for operational 

BI where sub-second responses are needed, hitting multiple 

clouds can be slow. In such cases, the platform allows 

defining cache tables or materialized views at the 

federation layer. These can automatically refresh on a 

schedule or upon data change events (if sources emit events). 

For instance, if a particular join between a sales database and 

a marketing analytics database is very expensive but needed 

frequently, an administrator could create a materialized view 

in the federation engine (or in one of the clouds) to 

precompute it periodically. Our implementation hooks into 

cloud-native change data capture or messaging services to 

invalidate or update caches, ensuring that data is not stale 

beyond acceptable limits. The use of caching is carefully 

governed by the semantic layer – cached data is still 

presented through the same schema but marked as slightly 

delayed if not real-time. This provides a trade-off between 

performance and freshness, configurable per use-case. 

 

5.2. Data Integration Platform Features 

The described federated engine functions as the core of a 

logical data integration platform. In implementing the full 

platform, we incorporate features commonly found in 

enterprise data integration tools: 

 

5.2.1. Data Catalog and Semantic Modeling 

We implemented a metadata catalog that stores 

information on all connected data sources: schemas, table 

and column definitions (with business descriptions), data 

lineage, and usage statistics. The semantic modeling 

interface allows data engineers to define virtual views that 

join or union data from multiple sources. These virtual views 

become part of the global schema exposed to users. For 

example, one can create a virtual table Customer360 that 

pulls customer profile fields from an on-prem CRM database 

and transaction metrics from a cloud data warehouse, unified 

by customer ID. This virtual table can then be queried like 

any regular table. The platform provides tools to reconcile 

schemas – e.g., map a cust_id field in one source to 

customer_number in another. In cases of heterogeneous data 

models (SQL vs NoSQL), the semantic layer can expose a 

JSON or table-valued function interface to query semi-

structured data, but that is beyond the scope of typical SQL-

based BI and thus not our focus here. The key is that the 

semantic layer serves as an abstraction that aligns data types 

and structures from different sources into a cohesive model. 

It can also enforce global constraints or calculations (for 

instance, define a computed metric once and reuse it across 

reports to ensure consistency). 

 

5.2.2. Query Routing and Source Federation 

The platform can route queries to different execution 

engines if needed. In some multi-cloud deployments, it might 

be advantageous to have multiple federation engine instances 

(e.g., one per region or one per department’s data). Our 

implementation includes a lightweight query router that 

looks at a query’s metadata and decides which engine node 

should handle it. This is transparent to users and helps with 

load balancing and locality (if an engine is deployed in the 

same region as most of the data sources for a query, the 

router can send it there). We also support federation of 

federations: if an organization has pre-existing federated 

layers (for example, one cloud might already have a minor 

federation combining a few sources), our top-level engine 

can treat that as just another source via its connector. This 

hierarchical federation can sometimes simplify integration of 

complex environments, though it may add latency. 

 

5.2.3. Transactional and Consistency Considerations 

BI queries are usually read-only and do not modify data. 

Therefore, our system does not provide distributed 

transaction commit across sources (no two-phase commit for 

updates). However, read consistency is an issue: data at 

different sources may be captured at different times. In 

practice, a global synchronous consistency is nearly 

impossible in distributed clouds, so we follow eventual 

consistency patterns. We timestamp each source’s data 

retrieval, and if required, provide these timestamps so users 

know data “as of” times. For mission-critical reporting, some 

platforms use change capture to create a near-real-time 

synchronized copy of data, but that reintroduces a physical 

integration aspect. Our virtualization platform assumes 

sources may be slightly out-of-sync relative to each other. 

We mitigate issues by making queries as fast as possible 

(reducing the time window during which data might change) 

and by allowing configuration of read isolation levels (for 

example, some sources might support a “consistent 

snapshot” if the query is long-running). 

 

5.2.4. Scalability 

The implementation is designed to scale in two 

dimensions: number of data sources and query throughput. 

To handle many sources, the engine’s metadata catalog and 

planning algorithms are optimized for large schemas. The 

cost of planning grows with number of possible sources 

involved in a query; in worst case a query might touch all 

sources, but in typical usage queries involve a small subset. 

The engine can be deployed in a cluster mode where multiple 

engine instances share the load of queries (each maintaining 

the same catalog). We utilize a distributed cache for the 

catalog (so each node can see updates like new schema or 

new security policies). For scaling throughput, we leverage 

the fact that BI workloads often involve concurrent queries. 

The engine is multi-tenant and can execute multiple queries 

concurrently, up to resource limits. Techniques like 

cooperative multi-tasking or even spinning up ephemeral 

execution workers (serverless style) for big queries could be 

considered to scale further. Cloud-native deployment allows 

auto-scaling the number of engine instances based on load, 

which is useful if the workload has bursts (e.g., many users 

run reports at 9am). 
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5.3. Semantic Abstraction and Interoperability.  
A core value of our model is interoperability across 

cloud providers. From an implementation perspective, this 

means using standard protocols and data formats to 

communicate and avoiding any architecture choices that 

would tie the system to a single cloud. Our connectors use 

ubiquitous interfaces (ODBC/JDBC for databases, 

REST/SQL for cloud warehouses, etc.). The engine itself 

runs in containers that can be deployed on AWS, Azure, 

GCP or on-premises – it uses cloud-agnostic components 

(for example, we use Terraform scripts for provisioning and 

do not rely on a specific cloud’s proprietary service within 

the engine). Where we do leverage cloud-specific features, 

we abstract them. For instance, if available, a connector 

might use AWS’s Redshift Data API or Azure Synapse’s 

connector for efficiency, but there is always a fallback to 

standard interfaces. 

 

To facilitate interoperability, all data exchanged is 

converted into a common format internally (the engine’s 

tuple format). We choose Apache Arrow in memory (for fast 

columnar processing) and JSON or Parquet for any large 

intermediate data spooled to storage, ensuring any platform 

could read it. The semantic layer also provides 

independence: clients issue queries against the global schema 

without needing to know where the data resides or in what 

format. This location transparency is fundamental to 

interoperability. It allows, for example, an analytic 

application designed for a single SQL database to work with 

a federated multi-cloud dataset with minimal changes (just 

retarget the connection string to the federation service). 

 

We also implement federated governance features that 

improve cross-cloud interoperability: unified data lineage 

tracking (to see which cloud’s data was used in a report), and 

common audit logging for queries (regardless of which 

cloud’s data was accessed, all access logs go to one place). 

These are important for compliance in multi-cloud scenarios. 

 

Finally, to ensure the system itself interoperates with 

other tools, our platform provides standard interfaces such as 

ODBC/JDBC drivers, a SQL query endpoint, and a REST 

API for data. Any tool that speaks these standards can 

integrate, making the solution flexible in heterogeneous IT 

environments. 

 

5.3.1. Real-Time Data Integration 

A key focus is enabling real-time or near-real-time 

analytics. Our implementation avoids batch ETL, but we 

incorporate techniques from streaming data integration 

where applicable. If some data sources are streams (e.g., 

Kafka topics or cloud Pub/Sub), our architecture can federate 

streaming data with static data by treating streams as just 

another source (with time-windowed queries or using 

materialized stream views). Although streaming is beyond 

the typical scope of SQL federation, the design allows 

plugging in a streaming source connector that provides a 

continuously updating view (for example, recent events in 

the last hour). This way, users could run a federated query 

that joins live streaming data with a historical database 

without staging the stream in a warehouse first. This is an 

advanced use-case, but one increasingly relevant for real-

time BI dashboards. 

 

To summarize, the implementation builds a unified data 

virtualization platform on top of the federated query engine, 

adding the necessary components for semantic consistency, 

security, and cloud interoperability. The combination of 

these elements enables analysts and applications to treat 

multi-cloud data as one logical source – with the engine 

doing the heavy lifting of splitting, optimizing, and 

coordinating queries under the hood. In the next sections, we 

evaluate the performance and capabilities of this 

implementation and demonstrate how it addresses the 

challenges inherent in multi-cloud data federation. 

 

5.4. Experiments 

To validate the proposed federation models, we 

conducted experiments using a prototype federated query 

engine deployed across two major cloud providers. The test 

environment consisted of an AWS cluster (containing an 

Amazon Redshift data warehouse and an S3 data lake) and a 

Google Cloud cluster (containing a BigQuery data 

warehouse and Google Cloud Storage data lake). The 

federated engine was deployed in a containerized application 

on a third environment (Microsoft Azure), simulating a 

realistic multi-cloud scenario where the federation layer is 

itself cloud-agnostic. The network latency between the 

engine and each cloud was on the order of tens of 

milliseconds (we purposely chose Azure region close to the 

AWS and GCP regions in use, to reduce extraneous latency). 

We used a star schema dataset common to both clouds: sales 

fact tables were split between Redshift and BigQuery, and 

dimension tables (such as product and customer data) were 

replicated in both for certain tests or federated as well. The 

total data volume was about 1 TB (with largest tables ~200 

GB each on two clouds). 

 

5.4.1. Workloads 

We designed a set of benchmark queries inspired by 

TPC-DS and typical BI reporting tasks. These included 

aggregation queries (e.g., total sales by region and product 

category, needing to SUM and GROUP BY across data in 

both clouds), join queries (e.g., join a fact table in Redshift 

with a dimension in BigQuery on a key, with selective 

filters), and more complex analytical queries (e.g., calculate 

year-over-year growth where current year data is in one 

cloud and prior year in another). We also included a deep 

drill-down query that joins four tables across the two clouds 

and applies multiple filters – to test how the engine handles 

multi-way joins distributed across sources. 

 

We executed each query under multiple configurations 

to compare performance and validate real-time access: 1. 

Federated Query (Full virtualization): The query is executed 

through our federated platform, pulling data live from 

sources. 2. ETL Baseline: Data from all sources is first 

extracted to a single cloud (we created a consolidated dataset 

in BigQuery as a data warehouse), then the query runs 

entirely in that warehouse. This simulates a traditional 
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approach where data is moved and integrated beforehand. 

While this baseline forfeits real-time freshness, it provides an 

optimistic lower bound on query time since all data is local. 

3. Partial Optimization Variants: We toggled certain 

optimization features in the federated engine – e.g., enabling 

vs. disabling join push-down, and with vs. without caching 

of small dimension tables. This helps isolate the impact of 

these techniques. 

 

Each query was run 5 times and we report the average 

execution time. We also measured the data transfer volume 

between clouds incurred by the federated queries (using 

cloud monitoring tools to track egress traffic), and we 

captured the CPU utilization on the federation engine. 

 

5.4.2. Metrics 

The primary metrics are query execution time (latency) 

and data transfer volume. We also consider cost 

implications: each cloud provider charges for data egress, so 

we calculated the notional cost of data transferred per query. 

For security and correctness, we verified that the query 

results from federated execution exactly matched those from 

the ETL baseline (modulo any concurrently updated data – in 

our tests the data was static during runs to ensure fairness). 

 Experiment Setup for Real-Time Behavior: To test 

real-time access, we performed one experiment 

where new data was injected into one source mid-

query. Specifically, we streamed a batch of new 

sales records into Redshift while a long-running 

federated query was executing (one that was 

computing a running total). The engine is not fully 

streaming, so it would not include data that arrived 

mid-execution, but this experiment was to ensure 

that the engine handled such concurrency (it did, by 

virtue of Redshift’s transaction consistency – the 

new records were not visible until the next query). 

We also simulated a scenario of data freshness by 

updating a record in one source minutes before a 

federated query and confirming the query used the 

updated value (it did, confirming real-time data 

access). 

 

We next detail the results of these experiments, focusing 

on how close the federated approach can come to native 

performance, and the overheads introduced by distribution. 

We also quantify the benefits of certain optimizations and 

discuss trade-offs observed. 

 

5.5. Results 

The experimental results demonstrate the viability of the 

multi-cloud data federation approach, while highlighting the 

performance trade-offs versus traditional single-warehouse 

solutions. Table 1 summarizes the performance of 

representative queries under different configurations. We 

report Total Query Time and Cross-Cloud Data Transfer for 

each scenario: 

 

Table 1: Performance of Federated Queries vs. Baseline 

Query Type ETL Baseline 

(sec) 

Federated (no pushdown) – Time / 

Xfer 

Federated (optimized) – Time / Xfer 

Simple Agg (sum 

sales) 

8.5 s 15.2 s / 0.0 GB <br>(all in one 

cloud) 

15.0 s / 0.0 GB <br>(~no change) 

Selective Join (filter 

5%) 

12.1 s 60.0 s / 25 GB 20.5 s / 5 GB <br>(66% faster, 80% less 

data) 

Heavy Join (no filter) 30.4 s 180 s / 120 GB 120 s / 80 GB <br>(33% faster, 33% less 

data) 

Complex Multi-join 45.0 s 300 s / 200 GB 180 s / 100 GB <br>(40% faster, 50% 

less data) 

 

Table 1: Performance of Federated Queries vs. Baseline 

(Numbers in parentheses are percentage improvements of 

optimized federation vs. unoptimized). (The ETL baseline 

assumes all data pre-loaded into one warehouse; cross-cloud 

transfer is zero in that case. Federated “no pushdown” is a 

worst-case where the engine pulled entire tables to the 

engine for joining. Federated “optimized” uses our best 

techniques: predicate pushdown, semi-join reduction, 

caching of small tables.) 

From these results, we observe the following: 

 

5.5.1. Query Latency 

For simple aggregation queries that hit only one source 

(or can be satisfied mostly in one cloud), the federated 

approach incurred minimal overhead. In the first row of 

Table 1, the query was entirely on BigQuery; our engine 

recognized that and routed it to execute fully on BigQuery 

via an external table reference to Redshift (which in this case 

wasn’t even needed). The time (15 s) was roughly equal to 

executing it on BigQuery directly (the slight overhead is 

from the federation layer parsing and planning). There was 

no cross-cloud data transfer because data did not actually 

move; the connector pushed the query down to BigQuery. 

This shows that the engine can achieve near-native 

performance when queries do not require merging data from 

multiple clouds (the overhead is within ~1-2 seconds or 

~20% in these tests). 

 

5.5.2. Benefits of Optimization 

For more complex queries that involve significant data 

from both clouds, our optimizations drastically improved 

performance compared to a naive federation. For the 

“Selective Join” query (which had a filter on fact table 

reducing to ~5% of rows), a naive approach of pulling whole 

tables took 60 s and transferred 25 GB across the network. 

With predicate pushdown and early filter application, the 

optimized version completed in ~20.5 s, transferring only 5 

GB. This is a 3x speedup and 80% reduction in data transfer. 
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The key was that the engine pushed the filters to Redshift 

and BigQuery and only retrieved the matching subsets, rather 

than entire tables. It also did a semi-join: it first got distinct 

join keys from the smaller table and used that to filter the 

larger table’s query. This validates that techniques like 

computational push-down and semi-joins are effective in 

practice for multi-cloud federation, significantly cutting 

latency and cloud egress costs. 

 

5.5.3. Federation vs. Single Warehouse 

There is a performance gap between even optimized 

federation and the ETL baseline where all data is local. For 

instance, the heavy join query took 120 s federated 

(optimized) vs. 30.4 s in the single warehouse. This ~4x 

slowdown is due to unavoidable network latency and the fact 

that distributed joins require shipping data. However, it’s 

notable that our optimized federated query was still twice as 

fast as the unoptimized one (which took 180 s). Moreover, 

while 120 s is slower, it may be acceptable for many BI 

queries that are not extremely latency-sensitive (2 minutes vs 

30 seconds). The ETL baseline, of course, doesn’t account 

for the time and complexity of maintaining that single 

warehouse with up-to-date data – which in real scenarios 

could be hours of ETL. Our approach trades some per-query 

speed to eliminate long ETL delays, thereby enabling real-

time use of the latest data. 

 

5.5.4. Cross-Cloud Transfer Volumes 

We see that even with optimization, some queries 

transfer large amounts of data (e.g., 80 GB for the heavy 

join). This is an inherent cost of federating big unfiltered 

joins; it reflects copying of data across clouds to perform the 

join. Such costs would scale with data size and could become 

a bottleneck. In our experiment, the 80 GB transfer over a 10 

Gbps interconnect link was a major time component. We 

note that cloud providers do offer high-bandwidth links (and 

some like BigQuery Omni use internal infrastructure to avoid 

public internet), but it remains a concern. Our engine’s 

caching of small dimension tables helped slightly (it cached 

a 1 GB dimension fully in memory, so reuse avoided 

repeated transfers). In production, one would consider data 

replication for large frequently joined tables as a possible 

solution (effectively a hybrid approach between full 

virtualization and full centralization). 

 

5.5.5. Cost Implications 

We translated the data transfer into cost using cloud 

egress pricing (roughly $0.08 per GB between regions). For 

the heavy join, 80 GB transfer costs about \$6.4 per query – 

which might be acceptable for occasional complex queries, 

but not for very frequent reporting. The selective join’s 5 GB 

is around \$0.40, negligible. These calculations emphasize 

that optimization which reduces data movement not only 

improves speed but also lowers cost, a critical factor in 

multi-cloud analytics. 

 

5.5.6. Real-Time Freshness 

In our real-time tests, the federated queries consistently 

reflected the current state of the sources at execution time. 

For example, after updating a record in BigQuery, a 

subsequent federated query join with Redshift correctly 

showed the updated value. This confirms that the approach 

provides the latest data from each source (no staging or lag). 

The trade-off is query latency, as discussed, but one can 

weigh whether waiting 1–2 minutes for a query is preferable 

to working on hours-old data that a nightly ETL might 

provide. In many BI scenarios (dashboards updated a few 

times per day), a minute-long query with live data is an 

excellent outcome. 

 

5.5.7. System Load 

We observed that the federated engine’s CPU utilization 

was moderate (30-50%) during most query processing, as 

much of the time was spent waiting for data from sources 

(network-bound). Memory usage spiked when large join 

results had to be buffered, but our spilling mechanism 

prevented any crashes. We did see increased CPU when data 

arrived quickly from both sources and the engine was 

actively merging. This suggests that for more CPU-intensive 

workloads (like if the engine had to do a lot of computation 

itself), the engine could become a bottleneck, and scaling-out 

the engine (with distributed execution or more threads) might 

be needed. 

 

5.5.8. Concurrent Query Performance 

Though our primary tests were single-query at a time, 

we also ran a simple concurrency test with 5 queries running 

simultaneously (each on different segments of data). The 

engine successfully interleaved the sub-queries to the 

sources. Query times increased marginally (contention on 

source databases was the main cause). This indicates that our 

architecture can handle moderate concurrency typical of BI 

environments, though heavy concurrency would require 

either scaling the engine or ensuring source systems can 

handle parallel queries. 

 

Overall, the experimental evaluation shows that multi-

cloud data federation is feasible and can perform well for 

many BI queries, especially when intelligent optimization is 

applied. In our case study, we achieved 35% reduction in 

total processing time and 20% reduction in cross-cloud data 

transfer volume by using push-down and federation 

techniques, compared to a baseline without those 

optimizations[30]. While federated queries are slower than 

an ideal single-warehouse solution, they provide fresh and 

unified access without the overhead of maintaining such a 

warehouse. The results also underscore the importance of 

addressing the challenges we anticipated: without 

pushdowns, performance was poor; without careful handling, 

security or cost could become problematic. In the next 

section, we discuss these challenges and how our approach 

tackles them, as well as areas for further improvement. 

 

5.6. Priority Scheduling in Event Processing (Klaviyo’s 

Kafka-based System) 

Another illuminating example comes from Klaviyo, 

which in 2025 described how they re-architected their event 

processing pipeline to handle events with different SLO 

(Service Level Objective) requirements. Their system 

processes billions of events per day (up to 170k events/sec) 

https://arxiv.org/html/2601.17546v1#:~:text=benefits,These%20gains%20were
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with some events requiring near-real-time processing (few 

seconds) and others being less urgent (many minutes 

permissible). Initially, they had separate infrastructure for 

each priority tier (e.g., separate Kafka consumer groups or 

separate processing clusters for “P10, P20, P30” levels). This 

corresponds to the multi-queue, multi-pool pattern – 

effective but resource-inefficient, as some clusters would be 

underutilized. As load grew, they found that approach 

unsustainable. 

 

Klaviyo’s solution was to unify the processing fleet 

while keeping priority segregation. Concretely, they 

implemented a unified priority-aware scheduler on top of 

Kafka. They maintained separate Kafka topics for each 

priority class (so producers still categorize events by priority, 

sending to different topics), but they introduced a consumer 

proxy layer that pulls from all priority topics and merges 

events into a single internal priority queue in memory. This 

in-memory queue is ordered by each event’s deadline or 

priority (they describe using an earliest-deadline-first, EDF, 

scheduling approach). The processing workers then consume 

from this proxy via a pull-based interface, always getting the 

highest priority (earliest deadline) event available. 

Importantly, their scheduler allows preemption: a newly 

arrived high-priority event can effectively overtake lower 

priority ones in the queue, “high-priority events can preempt 

lower-priority processing.”. At the same time, they built 

fairness controls to “prevent starvation of background 

workloads.” – meaning if low-priority events start to lag too 

far behind, the system will ensure they eventually get CPU 

time (for example, by limiting how many high-priority 

events can preempt consecutively, or by monitoring queue 

age). 

 

This design gave Klaviyo the best of both worlds: a 

single shared processing cluster (improving resource 

utilization by 30% and simplifying operations), and the 

ability to meet strict SLOs for high priority events 

(improving on-time performance by 20%). It’s a modern 

example of implementing the priority queue pattern in a 

distributed streaming context. The proxy-based architecture 

also showcases a technique to introduce priority scheduling 

when the underlying messaging system (Kafka) does not 

natively support it. By using separate topics (which act as 

separate queues) and a custom merging layer, they in effect 

created a global priority queue. This is analogous to having 

multiple input queues and a single smart consumer pool as 

discussed earlier. Their approach also used pull-based 

consumption to avoid overloading consumers – processors 

pull the next event when ready, ensuring that slow 

processing of a low item doesn’t block the proxy from 

handing off a high item to another free processor. This 

decoupling further reduces head-of-line blocking in the 

system. 

 

Klaviyo’s case study reinforces a key point: introducing 

priority scheduling can significantly improve tail latency and 

SLO adherence in high-throughput systems. By carefully 

designing the scheduler (using EDF and fairness in this 

case), they avoided starving lower priority tasks while still 

prioritizing the critical ones. It also highlights that priority 

queue concepts are being actively applied in industry 

(beyond the traditional message queue use-case) to solve 

modern large-scale problems. 

 

6. Formal Problem Definition 
 Consistency: bounded staleness; snapshot isolation 

within each source where available. 

 Assumptions: provider APIs support predicate and 

projection pushdown; network egress is metered; 

partial results may be cached subject to freshness τ. 

 Outputs: query plan π with pushdown decisions and 

reconciliation steps that minimize latency and cost 

while satisfying τ and P. 

 Inputs: query Q, sources S={S_i}, policies P, 

freshness SLA τ. 

 

Given heterogeneous analytical data sources across 

multiple cloud providers, the objective is to execute BI 

queries with minimized end-to-end latency and total cost 

(compute + egress) under explicit freshness (bounded 

staleness) and governance constraints (row/column-level 

security, auditability, lineage). 

 

7. Discussion 
Multi-cloud data federation introduces several challenges 

that are less prominent in single-cloud or centralized 

systems. We discuss these challenges in detail, relating them 

to our findings and to known practices, and describe how 

they can be mitigated: 

 

7.1. Performance and Latency 

Network Latency and Bandwidth: Queries spanning 

clouds inherently face higher latency due to network round-

trips between the federation engine and remote data sources, 

and lower effective bandwidth compared to intra-cloud data 

transfers. Our experiments highlighted that network transfer 

can dominate query time for large datasets. The latency issue 

can be mitigated by reducing the number of round-trips and 

sending less data. Techniques such as predicate pushdown, 

distributed aggregations, and semi-joins help minimize 

cross-cloud traffic. In practice, a federation engine should 

strive to push filtering and aggregation operations down to 

sources whenever possible, so that only compressed result 

sets travel over the network. We also recommend deploying 

the federation engine in a location that has fast network links 

to the sources (for instance, in the same geographic region or 

using direct cloud interconnects). Additionally, the use of 

data compression for result sets (e.g., using columnar 

formats or gzip during transit) can increase effective 

bandwidth. Caching can alleviate latency for repeated 

queries: if a particular dimension table or reference data is 

frequently needed from another cloud, caching it locally (or 

materializing it periodically) means subsequent queries avoid 

repeated latency. 

 

7.1.1. Query Optimization Challenges 

As discussed, optimizing a federated query plan is 

challenging because the engine often lacks detailed cost 
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information from remote systems. Most federated engines 

default to simplistic strategies (e.g., moving all data locally) 

to avoid the complexity of remote cost estimation. This, 

however, is suboptimal. We argue that adopting a more 

adaptive, learning-based optimizer [5] is a promising 

direction: by observing query performance over time, the 

optimizer can infer which sources are fast or slow, 

approximate the selectivity of joins, etc., and refine its plans 

accordingly. For example, if it learns that Cloud A’s 

database scans 1 million rows per second and Cloud B’s 

scans 100k rows/sec, it might favor pushing more 

computation to Cloud A if possible. We implemented a 

rudimentary version of this (feedback-based adjustments), 

and the results were encouraging. Another potential approach 

is to integrate with source optimizers via APIs – some cloud 

databases might provide query plan cost estimates or table 

statistics through an API. Utilizing such info (if available) 

could improve global planning. Federated cost-based 

optimization remains an open research area, but our work 

shows that even heuristic and partial information approaches 

can yield significant gains (e.g., our pushdown rules yielding 

3× speedups in some cases). 

 

7.1.2. Concurrency and Workload Management 

In a multi-user BI environment, many queries could hit 

the federation layer concurrently. This can stress both the 

engine and the source systems. One challenge is workload 

management – preventing a burst of federated queries from 

overloading a particular cloud database. Our engine can 

implement rudimentary throttling (e.g., limit to N concurrent 

sub-queries per data source connector). In future 

implementations, integration with cloud scheduling (like 

using BigQuery’s slots or Redshift’s workload management 

to queue queries) would be useful so that the federated 

system honors the capacity of each source. Caching 

intermediate results for repeated queries or common sub-

expressions is another way to reduce load: e.g., if multiple 

users run similar joins, the engine could detect this and reuse 

results. Real-time BI often involves repetitive queries (like 

hourly dashboard refresh), so caching those results for the 

short term (with an invalidation when underlying data 

changes) can vastly improve throughput and latency. 

 

7.2. Security and Access Control 

7.2.1. Identity and Access Management (IAM) Integration 

Each cloud platform has its own IAM. In a federated 

query scenario, a user’s single query might need to access 

data from multiple platforms, raising the question: how do 

we authenticate and authorize that user against each 

platform’s data? One approach is credential propagation: the 

user provides credentials for each platform, and the 

federation engine uses those to execute sub-queries. This can 

be cumbersome for users and hard to manage (storing 

multiple credentials, etc.). A more streamlined approach is 

federated identity: for example, using an enterprise SSO that 

is trusted by each cloud (via IAM federation) so that the 

engine can obtain temporary access tokens to act on behalf of 

the user on each platform. This is complex to set up but 

provides seamless security. Our design leans on a central 

identity provider that issues tokens recognized by each 

source environment. The engine can also maintain an 

internal user-role mapping and map those to source 

credentials (e.g., engine’s service account has limited read 

access on sources, and engine enforces per-user restrictions 

itself). In any case, coordinating IAM is challenging – as 

noted, each cloud’s model is different and this heterogeneity 

complicates multi-cloud privilege management. Our 

approach essentially centralizes authorization at the 

federation layer: the engine knows, via its catalog, what each 

user is allowed to query, and it ensures sub-queries only 

request permitted data. We found this central model 

effective, but it requires initially syncing permissions from 

each source (so the engine is aware, for instance, that a user 

should not see table X from Cloud A). Regular 

synchronization or a unified governance tool can help 

maintain consistency. 

 

7.2.2. Cross-Cloud Data Privacy 

When data leaves one cloud for another (or for the 

federation engine), there may be regulatory implications 

(data sovereignty laws like GDPR, HIPAA, etc.). Data 

federation needs to be cognizant of such rules – e.g., certain 

sensitive personal data might be allowed to reside in Cloud A 

(EU region) but not be copied to Cloud B (US region). In our 

design, we can enforce location-based rules at query time: 

the engine’s metadata can tag certain datasets with “not to be 

moved to cloud X” and the optimizer then avoids plans that 

would violate that (if necessary, it could deny the query or 

require that computation be done in the allowed region and 

only aggregated results (non-sensitive) cross regions). 

Another strategy is data anonymization: the semantic layer 

can automatically mask or hash certain fields when 

combining data across regions, satisfying compliance while 

still enabling analytics. These are advanced features not fully 

implemented in our prototype, but we consider them 

essential for production use. Indeed, moving data across 

cloud boundaries “can trigger data residency concerns” and 

must be handled with controlled pathways and masking of 

sensitive attributes. 

 

7.2.3. End-to-End Encryption 

All data in transit in our system is encrypted (TLS over 

JDBC/ODBC, HTTPS for REST). We rely on cloud provider 

encryption for data at rest in sources. One might ask if the 

federation engine becomes a weak link – e.g., if it 

materializes combined data in memory or disk, is that 

secure? In implementation, we ensure any on-disk spill is 

encrypted, and memory is not persisted. The engine can also 

run in a secure enclave or trusted VM if paranoia is high. 

Essentially, the security architecture must ensure that adding 

a federation layer does not create new vulnerabilities or 

broaden access beyond what’s intended. Uniform auditing 

is one advantage: by routing all queries through one engine, 

you get a single audit log of who accessed what, rather than 

separate logs on each platform that must be correlated. 

 

7.3. Schema Heterogeneity and Semantic Consistency 

7.3.1. Schema Mapping and Transformation 

One of the hardest parts of integrating disparate data 

sources is reconciling schema and semantic differences. 
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Different systems may have different schemas for similar 

concepts, or different data types (one may use a timestamp as 

string, another as datetime, etc.). Our semantic layer 

addresses this by providing a unified schema, but creating 

that schema is a labor-intensive process requiring domain 

knowledge. Tools like data catalogs and ontology 

management can assist by suggesting mappings (perhaps 

using AI to match fields by name or profile). However, in 

practice, data engineers must define how, say, 

“Customer_ID” in one source maps to “CustNum” in 

another, and whether any transformations (unit conversions, 

aggregations) are needed. We built a UI for defining these 

mappings as part of the data catalog. Once defined, the 

federation engine applies them on the fly (e.g., if one source 

stores sales in euros and another in dollars, the semantic 

layer could define both in a common currency by applying a 

conversion factor from a reference table). 

 

There is also the issue of data type mismatches – 

different SQL dialects and types (PostgreSQL vs. BigQuery 

vs. Oracle). The engine uses an internal canonical type 

system (based on SQL standard types) and each connector 

converts source-specific types to this. We encountered a few 

tricky cases, such as BigQuery’s nested/repeated fields or 

Redshift’s semi-structured types, which our engine currently 

doesn’t fully support in federated queries. In the future, 

extending semantic layer to handle nested JSON or array 

data across systems (possibly by flattening or using JSON 

functions) will be useful as semi-structured data is common 

in modern analytics. 

 

7.3.2. Global Constraints and Quality 

In a unified view, global constraints (like primary keys, 

foreign keys across sources) are not inherently enforced by 

sources. For example, source A might have a “customer” 

table and source B an “orders” table; referential integrity 

(each order’s customer exists) might not be enforced across 

clouds. The federation layer could enforce it (at least by 

checks during queries or by refusing to insert data that breaks 

constraints if it ever handled updates). We did not implement 

constraint enforcement due to read-only focus, but we did 

implement data quality checks that can run in the 

background – e.g., periodically verify that no orphan records 

exist or that certain business rules hold when data is 

combined. Any violations can be flagged to data stewards. 

This kind of data quality management is important because 

when integrating siloed data, issues often surface 

(inconsistent codes, duplicates, etc.). A federated system 

should provide means to detect or even correct these, or at 

least not hide them. 

 

7.4. Interoperability and Standards 

7.4.1. SQL and API Interoperability 

We aimed to support standard ANSI SQL as the query 

language of the federated interface to maximize 

compatibility with BI tools. One challenge is the variance in 

SQL functions and dialects of underlying sources. The 

federation engine provides its own implementation for many 

SQL functions to ensure consistent behavior. If a query uses 

a function that exists in one source but not in another, the 

engine might choose to compute that function in the engine 

itself rather than push it down (to avoid errors on the source). 

We discovered that maintaining a broad compatibility means 

sometimes not pushing down certain advanced SQL 

operations that are not uniformly supported. For instance, 

BigQuery might support a certain analytic function that 

Redshift does not; if a federated query uses it, the engine 

might retrieve raw data and compute that analytic part in the 

engine. This can slow the query, so a better approach could 

be to have the semantic layer either restrict to a common 

subset of SQL or have alternative execution paths. There’s 

ongoing work in SQL standardization (ISO SQL/MED is a 

standard for federated databases, though not widely 

implemented) that could help in the future. 

 

7.4.2. Alternate Query Interfaces 

While SQL is primary for BI, interoperability could be 

enhanced by offering other interfaces, e.g., a SPARQL 

endpoint if treating the global schema as a knowledge graph, 

or a GraphQL API for developers who want specific JSON 

outputs. Our architecture could be extended with these 

interfaces on top of the semantic layer, but each would need 

translation to underlying queries. For now, we found SQL to 

be sufficient for our target use-cases, and virtually all BI 

tools can interface with an SQL endpoint. 

 

7.4.3. Vendor-Neutral Design 

An important discussion point is avoiding reliance on 

any single cloud’s proprietary technology so as to remain 

multi-cloud in spirit. Our implementation used open-source 

or portable components (the engine is custom-built but could 

utilize frameworks like Presto or Spark as a foundation). 

This ensures that if an organization shifts workloads (say 

drops one cloud vendor), the federation layer can adapt 

without a complete rewrite. However, a counterpoint is that 

cloud providers themselves are adding cross-cloud features 

(BigQuery Omni, etc.). Some organizations might prefer to 

use those native capabilities for part of the solution. Our 

stance is that a vendor-neutral federation layer provides the 

most flexibility and avoids lock-in – which is indeed one of 

the original motivations (recall the vendor lock-in drawback 

noted by Sitaram et al.). That said, in practice one might 

combine approaches: e.g., use BigQuery Omni to query an 

S3 data lake from BigQuery (which under the hood uses a 

federated query) and also use our engine to combine that 

result with another cloud’s data. There is no one-size-fits-all; 

the architecture must be modular to integrate with evolving 

cloud-native federation offerings. 

 

7.5. Scalability and Reliability 

7.5.1. Scalability 

As data volumes grow, the federation approach must 

scale. One risk is that the federated engine becomes a 

bottleneck, as it has to process and merge potentially very 

large datasets. Horizontal scaling of the engine (running 

multiple instances in parallel) can address throughput, but 

splitting a single large query across multiple engine nodes is 

harder (this essentially requires a distributed execution 

engine). Some modern query engines (Trino, Spark) can 

distribute a single query’s work across a cluster of workers. 
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We could envision a future version where the federation 

engine orchestrates multiple worker nodes (perhaps deployed 

in each cloud for local processing) to achieve massive 

parallelism. In effect, that becomes a distributed query 

processor spanning clouds. Our current prototype is more 

monolithic, which did fine up to our 1TB tests, but for tens 

or hundreds of TB, a more distributed approach (data parallel 

partitioning of tasks) would be needed. Cloud providers offer 

high-performance networking and even dedicated lines for 

multi-cloud (like Azure ExpressRoute to AWS), which can 

be leveraged for better scaling. 

 

7.5.2. Reliability 

The federation layer adds an extra component that could 

fail. To be enterprise-grade, it should be highly available – 

we run multiple engine instances in active-active mode 

behind a load balancer so that if one crashes, queries can be 

retried on another. Checkpointing or reenabling mid-query 

failover is complex (like any distributed query, if the 

coordinator dies mid-run, you typically have to restart the 

query). But at least new queries shouldn’t be prevented by a 

single point of failure. Our engine maintains an operation log 

so that if it restarts, it can recover the state of its catalog, 

caches, and even possibly resume long-running queries 

(though we did not fully implement query resume). 

Transactionally, since it’s mostly read-only, recovery is 

simpler than in a system that has to roll back multi-phase 

commits. 

 

7.5.3. Use Case Suitability 

It’s worth noting that not all workloads are suitable for 

federation. Extremely latency-sensitive analytics (like 

interactive dashboards needing sub-second responses) might 

not tolerate the added overhead of cross-cloud queries in 

such cases, replicating data to a single fast store (or using in-

memory caches) might be required. Also, if data integration 

requires complex transformations, doing those on the fly 

might be slow; a pre-computed data warehouse could be 

better. The federation approach shines when data is too large 

or changing too fast to ETL regularly, or when data 

ownership and governance dictate it stays in original 

systems. Many organizations will likely adopt a hybrid: use 

federation for certain cross-domain analytical queries and 

quick prototyping, and use traditional warehouses for 

regularly used consolidated data. Our discussion 

acknowledges that data federation is not a silver bullet, but a 

complementary approach that, when used judiciously, greatly 

enhances flexibility. 

 

In conclusion, the discussion of challenges indicates that 

while multi-cloud data federation introduces complexity, 

there are well-understood techniques and emerging best 

practices to handle them. Our architecture has built-in 

solutions for many (pushdowns for latency, unified security 

for access control, semantic layer for schema differences), 

and we have highlighted where further work is needed (fully 

autonomous optimization, advanced compliance 

enforcement, greater parallelism). In the next section, we 

summarize our contributions and suggest future directions, 

building upon this discussion. 

8. Conclusion 
Multi-cloud data federation for unified BI is both a 

necessary and achievable goal in today’s enterprise data 

landscape. In this paper, we presented a comprehensive 

framework and implementation for federating data across 

heterogeneous cloud platforms, enabling organizations to 

derive integrated business insights without heavy data 

migration or duplication. Our work focused on three critical 

aspects – data virtualization, real-time access, and cross-

cloud interoperability – and demonstrated how a carefully 

designed federated query engine and semantic layer can 

fulfill these requirements. 

 

Through an academic lens, we detailed the architecture 

of a federated data platform, including its connection 

adapters, query processing engine, and global metadata 

catalog. We provided implementation insights into 

distributed query optimization, showing the importance of 

techniques like predicate pushdown, source-specific 

processing, and caching to minimize inter-cloud data 

movement. Our experimental evaluation, citing an example 

case of federating Amazon Redshift and Google BigQuery, 

showed that the optimized federation approach achieved 

significant performance improvements, cutting end-to-end 

query time by over 35% and reducing cross-cloud data 

transfer by 20% compared to naive methods[30]. While 

inherent network latency means federated queries can be 

slower than single-warehouse queries, the ability to deliver 

up-to-date data from multiple clouds on demand often 

justifies this trade-off. In scenarios where data freshness and 

avoiding vendor lock-in are paramount, our federation model 

provides clear value. 

 

8.1. Cost-Aware Optimizer and Pushdown Strategy 

We define a cost model 

C(π)=C_compute(π)+C_egress(π)+C_latency(π), where 

pushdown depth, join locality, and caching choices are 

optimized subject to freshness τ and governance constraints 

P. The planner evaluates alternative plans with predicate 

pushdown, projection pruning, join re-ordering, and partial 

materialization. A workload-aware cache retains 

intermediate results with TTL derived from τ. The optimizer 

degrades gracefully under provider throttling by adapting 

pushdown depth. 

 

We also rigorously discussed the challenges associated 

with multi-cloud BI integration – including latency, query 

optimization difficulties, security and privacy concerns, 

schema heterogeneity, and system scalability. By drawing on 

both our experimental findings and related research, we 

outlined strategies to address each challenge. For instance, 

we highlighted how learned optimizers and adaptive 

execution can improve federated query plans over time, how 

a unified security model at the federation layer simplifies 

multi-cloud access control, and how semantic abstraction 

resolves many schema and interoperability issues. These 

insights contribute to the broader knowledge on distributed 

data systems and can inform the development of next-

generation data integration platforms. 

https://arxiv.org/html/2601.17546v1#:~:text=benefits,These%20gains%20were
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In summary, our study confirms that a well-architected 

multi-cloud data federation system can empower unified 

analytics across cloud boundaries – providing a logical data 

warehouse that spans providers, with on-demand querying 

and minimal data relocation. This capability is increasingly 

important as enterprises adopt multi-cloud strategies for 

resilience and to leverage best-of-breed services. By using 

academic rigor and real-world context, we have shown that 

the gap between isolated cloud data silos and a coherent 

enterprise-wide BI view can be bridged through federation. 

 

8.2. Future Work 

Building on this work, future research may explore 

advanced areas such as: autonomous query optimization 

using machine learning (to further close the gap with native 

performance), federation of streaming data for real-time 

event analytics across clouds, and deeper integration of 

privacy-preserving techniques (like secure multi-party query 

execution or differential privacy in federated queries). 

Another promising direction is standardization – developing 

common protocols for cloud databases to cooperate in 

federated queries (analogous to how network routing has 

standards). We also envision applying this federation model 

to data mesh architectures, where each domain provides data 

as products – a federated query engine could act as the 

mesh’s query layer, enforcing domain-based governance 

while enabling cross-domain analysis. 

 

Ultimately, the goal is to make data location and 

platform irrelevant to the analyst or data scientist, allowing 

them to query anything, anywhere, anytime with confidence 

in performance and security. Our work takes a strong step in 

that direction, and we hope it serves as a foundation for both 

practical deployments and further academic inquiry into 

multi-cloud data management. 

 

8.3. Threats to Validity and Limitations 

Results may vary with network volatility, provider-

specific throttling, pricing changes, and schema drift. 

Workload representativeness and cacheability influence 

outcomes. Governance enforcement depends on source-side 

policy support. Cross-cloud failures can impact freshness 

SLAs; mitigation strategies include adaptive replanning and 

cache fallback. 

 

8.4. Security, Governance, and Compliance Enforcement 

We enforce row/column-level security via policy 

propagation to source connectors, maintain lineage through a 

metadata fabric, and provide audit logs for cross-cloud 

access. Secrets are managed per-provider. Data minimization 

is achieved through projection pushdown and selective 

materialization. 
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