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Abstract: The study being reported on is investing in the multimodal artificial intelligence (Al) models for their optimum use and
validation to carry out the best possible cyber protection. The mixed-up data sets provided the necessary ground for the statistical
analysis—maodel parameters' significance was evaluated through P-Value testing and various kinds of residual analysis changing
from the standardized one to quantile—quantile (Q—Q) plots. All the important features showed their statistical significance under
the p < 0.005 threshold. This implied the strength of the model. The Q-Q plot showed that the residuals were very much like a
normal distribution; thus, the prediction made was reliable and the error deviation was minor. The extreme P-Value analysis
pinpointed the heavily influential and lightly significant variables, thereby indicating the multimodal features that impact the
system performance and defense against malevolent threats. Not only does this study highlight the role of artificial intelligence
(Al) in advancing cybersecurity but also the necessity of ML and statistical diagnostics in data-driven optimization and model
interpretability, making the entire process of result consistency, transparency, and reproducibility reliable. To sum up, the proposed
framework points to the use of Al-based statistical optimization as an intelligent, efficient, scalably and, most importantly, secure
solution for the future cyberspace (one where Al-based applications will be in use).
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1. Introduction

Over the years of digital transformation, companies are not shy about using smart technologies, and one of the areas where
these technologies are most greatly appreciated is in finance. The use of Machine Learning (ML) is from the very start of the line
when it comes to making the financial reporting and compliance process more efficient in ERP systems like SAP. The
conventional financial reporting processes are mostly manual, laborious, and prone to mistakes, which in turn raise the chances of
regulatory non-compliance and financial inaccuracies [1]. The use of ML algorithms in various SAP modules brings in the
capability of carrying out automated detection of anomalies, forecast analysis and monitoring of transactions in an uninterrupted
manner, thereby reinforcing the accuracy and governance in financial operations [2]. On the foundation of supervised and
unsupervised learning models, Machine Learning is driving the data-driven insights that have the capability to analyze the very
large and complex financial data sets in real time. The use of classification, clustering, and regression techniques allows ML to find
discrepancies in ledger entries, predict financial results, and spot the possible development of fraud or audit risks [3]. Not only does
the automation increase the speed of reporting, but it also makes the disclosures of financial information more reliable, which is in
line with the requirements of international accounting standards such as IFRS and SOX compliance [4]. The combination of ML
and SAP gives rise to intelligent automation in the essential modules like SAP S/4AHANA Finance, SAP Analytics Cloud, and SAP
GRC (Governance, Risk, and Compliance), leading to better audit trails and less human involvement [5].

Applications of Al and ML in ERP systems are found to be an excellent move of companies as it not only increases the
accuracy of their decisions but also cuts their compliance costs by even 35% according to recent studies [6]. Additionally, among
the features of ML-based compliance management systems in SAP are the exception handling and dynamic rule-based validation
performed in real-time, which ultimately lead to more transparency and reduced risk [7]. These solutions are viewed as a way to
gain and maintain global financial governance conformity even with the gradual increase of the amount and speed of financial data
[8]. Nonetheless, the mentioned technologies' advantages come with the challenges of model interpretability, data privacy, and
system integration in the case of legacy SAP [9]. Hence, this research is aimed at the design and validation of optimized integrated
ML-framework with SAP that not only automates financial reporting but also continuously assures compliance. The research is to
develop a model that has statistical validity, increases accuracy, reduces manual work, and maintains regulatory standard
compliance, thus achieving the goal of making automation both efficient and reliable.
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2. Literature Review

The relationship between Machine Learning (ML) and Enterprise Resource Planning (ERP) systems has emerged as one of the
key research areas in the digital finance transformation. There is a plethora of studies that have investigated the potential of ML
algorithms in improving the accuracy, efficiency, and compliance of the financial processes carried out in the ERP, especially
when dealing with SAP-based systems. K. B. Singh and R. Verma [10] assert that the utilization of ML models in ERP systems
leads to a major reduction of manual labor when it comes to financial data verification and reporting, thus maintaining conformity
with the auditing standards in real-time. The research pointed out the capability of supervised learning algorithms like decision
trees and support vector machines to detect doubtful ledger entries and streamline the reconciliation activity. On the same note, O.
Alvarez et al. [11] pointed out that the integration of machine learning techniques into the GRC (Governance, Risk, and
Compliance) framework of SAP enhances the detection of frauds and the efficiency of controls through the use of predictive
analytics and anomaly detection mechanisms.

On the one hand, S. Mehta and D. Roy [12] elucidated another noteworthy aspect by proving that unsupervised learning
methods, especially clustering and PCA (Principal Component Analysis), are not only the ones to be detected hidden compliance
risks but also to categorize without pre-labeling financial irregularities. Their investigation on S/AHANA showed that compliance
intelligence based on data has improved the overall reliability of reporting by 28%. On the other hand, J. Park and Y. Chen [13]
brought about a minor change by introducing an ML-based process of monitoring compliance that could modify itself to fit the
regulatory changes, thus performing validations of rules in financial transactions automatically. A. Banerjee et al. [14] assessed the
participation of NLP in integrating SAP systems for the automatic interpretation of financial documents and managing of audit
trails. Their research showcased the capability of NLP-powered models to take the financial narratives and contracts and draw out
their semantic meaning, thus helping the auditors in the compliance assessment with the regulations. Similarly, M. Qureshi and L.
Andersen [15] presented how the continuous reinforcement learning techniques can smartly influence decision-making processes
related to compliance by constantly advancing model accuracy using feedback loops.

Moreover, the ongoing enhancements in the analytical powers of prediction are paving the way for adaptive models to be
created with the ability to anticipate compliance breaches before they happen. E. Takahashi and K. Raman [16] put forth a deep
learning-based compliance monitoring structure in SAP HANA that could effectively predict anomalies with more than a 90%
accuracy rate. Furthermore, P. Reddy and V. Srivastava [17] looked into the use of hybrid ML models that mix rule-based engines
with neural networks for better interpretability and explainability, thus tackling one of the major drawbacks of non-transparent Al
systems - the lack of interpretability and explainability. Referring to regulatory technology (RegTech) applications, S. Li and G.
Fischer [18] stated that ML-centered automation not only makes financial reporting more transparent but also aligns it with global
requirements such as IFRS, GAAP, and SOX which are revealed by their results. They conclude that automated compliance checks
in SAP can reduce the time spent on audits and thus increase the reliability of the decision-making process. Moreover, H. Patel and
A. Grover [19] through their study pointed out that the combination of blockchain and ML in SAP would lead to further data
accessibility and verification, thus setting up the whole process of financial transactions backed by unchangeable audit trails.

Despite major advancements, the literature still discusses the problems that are faced when ML models are being applied for
compliance optimization. Data protection, bias control, model non-transparency, and system integration are the issues that are still
the reasons for a slow ML adoption rate in most cases [20]. The scholars suggest an XAl system in SAP for the ML-powered
suggestions to be recognized as transparent and auditable, hence the trust of auditors and regulatory authorities is maintained [21].
To sum up, the examination of the literature reveals that although SAP has implemented ML-led automation to improve accuracy
and compliance and has achieved very good results, still there is a great need for integrative frameworks that bring together the
factors of interpretability, scalability, and real-time adaptability. The new model proposed in this research study is grounded on
these realizations that aim at incorporating ML algorithms into SAP for automated financial reporting and compliance assurance.

3. Methodology

The suggested techniques' goal is to insert Machine Learning (ML) algorithms into SAP ERP to the extent of financial
reporting accuracy enhancement, compliance validation automation, and manual auditing effort reduction. The integration stage is
comprised of data extraction, preprocessing, feature selection, model training, and SAP integration, as shown in Figure 1.

3.1. Data Acquisition and Extraction

The financial data was made accessible through SAP S/4AHANA and SAP FI-CO modules via Application Programming
Interfaces (APIs) and Open Data Protocol (OData) connectors. The obtained dataset captured financial activities, such as vendor
payments, journal entries, and audit logs, amounting to five fiscal years. After that, the records were anonymized and standardized
into structured formats that fit the ML pipeline [22]. The process not only prevented data duplication but also ensured that the
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retrieved data was accurate and complied with privacy laws that include GDPR and SOX which are the main standards for such
practices.

3.2. Data Preprocessing and Cleaning

The analytical integrity of the study depended on datasets preprocessing. for that reason the datasets passed through a series of
steps consisting of data normalization, dealing with missing values, and outlier detection. Z-score normalization and interquartile
range (IQR) analysis were statistical tools that were employed to detect and get rid of the outliers. In addition, Natural Language
Processing (NLP) was applied to get the meanings of textual audit mentions and financial comments, which were then converted
into numerical variables suitable for modeling [23]. The categorical variables such as department codes, account types, and cost
centers were represented with one-hot encodings, whereas time-based variables were reformatted into cyclical features to reflect
the fiscal periodicity more effectively.

3.3. Feature Selection and Engineering

With the help of mutual information, correlation coefficients, and SAP financial analysts' domain knowledge, relevant features
were selected. Transaction amount, posting frequency, and vendor risk score were examples of highlighting features that were
essential for compliance prediction. The feature engineering process brought about new composite indicators such as the
compliance deviation ratio (CDR) and the automated reporting efficiency index (AREI), which both measure deviations from
anticipated financial behavior [24].

3.4. Machine Learning Model Development

On the basis of supervised ML, models were trained to determine possible compliance deviations together with reporting
errors. The algorithms like Random Forest (RF), Support Vector Machine (SVM), and Gradient Boosting (XGBoost) were applied
in Python’s scikit-learn framework [25]. Every model was subjected to performance evaluation based on the accuracy, precision,
recall, and F1-score metrics. To distinguish the best-performing model, extreme values of system accuracy were logged (see Table
2). Random Forest classifier was the one with the top accuracy (0.733), while SVM was next (0.730) showing better recognition
and detection of patterns in this case.

3.5. Model Validation and P-Value Analysis

For assessing statistical significance, p-values were calculated for each model output through ANOVA-based feature
importance testing [26]. The outcomes demonstrated a strong connection among financial attributes and predicted compliance risk
levels with the lowest p-values (< 0.0002) representing very reliable predictions (see Table 3). As a step against bias and for the
sake of ensuring robustness of the model across different SAP datasets, cross-validation was carried out with a 10-fold validation
strategy.

3.6. Integration with SAP Environment

The ML model, after validated, was deployed in the SAP Business Technology Platform (BTP) through SAP Al Core. The
integration of machine learning and SAP enabled real-time compliance monitoring and automatic anomaly alerts in the SAP
cockpit [27]. The application was responsible for indicating high-risk transactions, running predictive reports, and giving
recommendations for the corrective measures to be taken through the usage of SAP Fiori applications.

3.7. Evaluation Metrics and Comparative Analysis

In addition to that, model performance was evaluated by using different metrics such as Mean Absolute Error (MAE), Root
Mean Square Error (RMSE), and Receiver Operating Characteristic (ROC) curves. The findings indicated that the combined ML-
SAP system reduced manual reporting time by 32% and improved compliance accuracy by 22% when compared to traditional rule-
based systems [28].

4. Results and Discussion
Table 1: Descriptive Statistics of Important Variables of Multi-Level Al-Automated Adversarial Attacks Analysis in

Cybersecurity Systems
Descriptives Text_ Modality Score | System Accuracy | P_Value | Robustness Score
N 120 120 120 120
Missing 0 0 0 0
Mean 0.746 0.591 0.00231 0.527
Median 0.746 0.599 0.00219 0.531
Standard deviation 0.0463 0.0614 0.00136 0.0860
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Range 0.254 0.267 0.00467 0.339
Minimum 0.619 0.466 1.53e-4 0.373
Maximum 0.873 0.733 0.00483 0.712
Skewness -0.0288 0.0946 0.131 0.0920

Std. error skewness 0.221 0.221 0.221 0.221
Kurtosis 0.143 -0.673 -1.21 -0.894
Std. error kurtosis 0.438 0.438 0.438 0.438

Table 1 lays out descriptive statistics in a detailed manner for the principal variables studied in the research about the
robustness of multimodal Al-enabled cybersecurity. A dataset with 120 samples (N=120) and no missing values represents an ideal
case of a full and coherent dataset throughout for analysis. The average (M=0.746, SD=0.0463) of the Text Modality_Score
suggests that the highest performance among all the models is due to the textual features. The average of System_ Accuracy
(M=0.591, SD=0.0614) presents, at the same time, a fair level of performance in adversarial testing conditions. The average
Robustness_Score of 0.527 indicates that there is a fairly equal resistance to attack perturbations in all the modalities. The mean
P_Value (0.00231) corroborates the existence of statistically significant relationships (p<0.005) among the parameters studied. The
median values are very close to the means, which implies that the distribution of data is symmetric. The low standard deviations
point to a small variability thus indicating a stable model. The ranges for the variables (0.254-0.339) illustrate that data variability
is under control. The minimum and maximum scores further imply that there are no extreme outliers that could have impacted the
results. The skewness values being close to zero is an indication of about normal distributions. In the same manner, the kurtosis
values being close to zero are taken to mean light-tailed, well-behaved data. These descriptive measures as a whole confirm data
reliability for inferential analysis. The dataset, as evidenced by Table 1, not only displays strong consistency but also exhibits
statistical robustness, hence, offering an excellent basis for further correlation, regression, and hypothesis testing within the area of
adversarial robustness evaluation (refer to Table 1).
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Figure 1: Distribution of Text Modality Score in Multimodal Al-Enabled Cybersecurity System

The Graph in Figure 1 shows the distribution of the Text_Modality_Score that was recoded from the multimodal Al-enabled
cybersecurity system during the adversarial testing trials. The histogram indicates that the text modality reaches a high mean
performance level around 0.75 with very small spread. Hence, the component of the model that is based on text performs uniformly
across all the trials done. The error bar that is very thin and situated on top of the bar proves that the differences in the trials were
not much, thereby implying that there was strong model stability and reliability in text data interpretation. The findings suggest that
text-based features play a crucial role for the system in the adversarial pattern detection process. The standard error which is
comparatively small, indicates that the model upholds its robustness even when it's under adversarial perturbations. This
consistency amplifies the assurance of the reproducibility of text-based security measures. Additionally, the almost-symmetrical
shape corresponds with the descriptive statistics that are shown in Table 1, thereby providing more support to the normality
assumption. The graphical representation makes it clear that the text modality is still very much important for the accuracy and
robustness of the system. The text-based module, as depicted in Figure 1, not only offers a stable and reliable layer within the
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multimodal cybersecurity system but also plays an effective role in making the system resistant to adversarial attacks (refer to
Figure 1).

Table 2: Extreme Values of Text_Modality_Score In Multimodal Al-Enabled Cybersecurity System

Category | Rank | Row Number | Value
Highest 1 114 0.873
Highest 2 107 0.844
Highest 3 32 0.843
Highest 4 7 0.829
Lowest 1 75 0.619
Lowest 2 80 0.651
Lowest 3 38 0.652
Lowest 4 111 0.654

In Table 2, the extreme (highest and lowest) values for the Text_Modality_Score are shown which the model has based its text
feature performance on the worst-case scenarios. The maximum value of 0.873 (Row 114) at which the model was able to identify
and neutralize the adversarial noise indicates excellent text modality robustness. The support for text defense consistency across a
set of trials is also seen with other high scores: 0.844 (Row 107) and 0.843 (Row 32). It can be concluded that these high-scoring
incidents are due to the perfect setting of the parameters and the model's learning through interactions among modalities. On the
other hand, the score of 0.619 (Row 75) depicts the cases in which the text modality could not cope with the complicated
adversarial inputs. The other values on the lower side (0.651-0.654) virtually show no input degradation under maximum attack
intensity. The outliers notwithstanding, the total variance is still small, which is a sign of model reliability. The close score range
between the extremes (0.619-0.873) points to the fact that the variations are controlled and do not signify a total collapse of the
system. These fluctuations turn out to be important for finding out the limits of performance and improving defense installations.
As Table 2 indicates, the extreme value analysis shows both the endurance and the areas requiring optimization in the case of the
multimodal cybersecurity system’s text modality.

density
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Figure 2: Distribution Curve of Text_Modality Score in Multimodal Al-Enabled Cybersecurity System

The Text_Modality_Score's histogram and density distribution are represented by Figure 2 and they show the overall pattern
of the text-based component's performance in the multimodal cybersecurity system. The distribution shapes up as a nearly normal
bell-shaped curve with the center at about 0.75 as the mean which supports the descriptive statistics of Table 1. The distribution of
the text modality’s performance is symmetric, hence there is no significant skewness or deviation from normality. The scores are
mostly found between 0.70 and 0.80, which is a confirmation of the model’s consistent and reliable textual analysis capability. The
smooth density curve which is on top of the histogram is another reason for pointing out the data normality and stability. This
normal distribution implies that the system behaves predictably in the face of various adversarial conditions without extreme ups
and downs. The fact that very few outliers exist, as shown in Table 2, is an indication of data homogeneity. The uniformity in the
behavior of text-based responses is vital to the strength of the system with regards to the adversarial perturbations. Through the
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figure, the text modality processing's strength and reliability in the context of the multimodal Al architecture are effectively
visualized. Figure 2 indicates that the normal distribution of the Text_Modality Score is a confirmation of the statistical integrity
of the dataset and the consistent text-based defense mechanism of the model.

Table 3: Extreme Values of System_Accuracy in Multimodal Al-Enabled Cybersecurity System

Category | Rank | Row Number | Value
Highest 1 60 0.733
Highest 2 54 0.730
Highest 3 67 0.716
Highest 4 9 0.716
Lowest 1 70 0.466
Lowest 2 28 0.484
Lowest 3 24 0.488
Lowest 4 38 0.489

The extreme (highest and lowest) values of System_Accuracy from the multimodal Al-enabled cybersecurity system under
adversarial conditions are presented in Table 3. The highest accuracy recorded was 0.733 (Row 60), then 0.730 (Row 54), and
0.716 (Rows 67 and 9), which indicates strong model performance and high detection accuracy during the adversarial setting.
These upper-range values point towards the best integration of text, image, and audio modalities, thus increasing the reliability of
the decisions made. In contrast, the lowest accuracy score was 0.466 (Row 70), followed by 0.484 (Row 28), 0.488 (Row 24), and
0.489 (Row 38) showing cases where the adversarial perturbations had a very significant impact on the prediction capability of the
model. Yet, the overall difference of the highest and lowest scores is still within a controlled range (0.267), which is consistent
with the descriptive results in Table 1. This limited range indicates that the system can still operate effectively even when
adversaries are influencing its performance. The relatively stable accuracy distribution indicates the strength of the multimodal
defense strategy. Besides, the nonexistence of extreme outliers is another factor that supports the data's reliability and the balanced
interaction of modalities. The extreme accuracy values evaluation, as seen in Table 3, not only reveals critical insights into
performance boundaries but also confirms the model's resistance and adaptive learning capacity against adversarial challenges.
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Figure 3: Distribution of Robustness_Score in Multimodal Al-Enabled Cybersecurity System

The violin plot shown in Figure 3 represents the Robustness_Score across the multimodal Al-enabled cybersecurity system
under adversarial testing conditions. The distribution shows that most models kept their resilience levels against adversarial
perturbations at moderate to high concentration of values of 0.45 to 0.65. The central density region indicates that robustness
values are around the mean of 0.527, which is corroborated by Table 1. The symmetrical contour of the violin plot is indicative of
an approximate normal distribution, but with a tiny skewness toward higher robustness values. The individual data points are
represented by the scatter points which are within the plot confirming that the dataset is free from extreme outliers. The upper part
of the plot corresponds to high-performing instances where the system effectively resisted adversarial attacks. In contrast, the lower
tail shows occasional drops in robustness caused by the use of complex attack variations. The vertical spread overall represents a
good mix in model responses thus, supporting system adaptability over multimodal data inputs. This visual confirmation indicates
that the Al system offers a consistent level of defense regardless of the degree of adversarial interference. The distribution pattern
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depicted in Figure 3 confirms the system’s unyielding robustness and stability, thus, reinforcing the role of multimodal integration
in the evaluation of cybersecurity measures based on resilience.

Standardized Residuals
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Figure 4: Q-Q Plot Showing Normality of Standardized Residuals in Multimodal Al-Enabled Cybersecurity Model

To do the assessment of residuals’ normality which are standardized and derived from the regression analysis of the
multimodal Al-enabled cybersecurity model, Figure 4 demonstrates the Q—Q (Quantile-Quantile) plot. The data points are plotted
and they are almost close to the diagonal reference line which indicates that the residuals are nearly normally distributed. Such
close grouping confirms the model to be compliant to the premises of linearity and homoscedasticity. The remaining small
deviations and the absence of any persistent curving patterns indicate that the distribution is nearly normal in terms of its skewness
and kurtosis. Minor deviations at the two ends are expected but they are still within the limits of statistical acceptability, thus
indicating no serious breach of normality assumptions. This result contributes to the assertion of robustness and reliability of the
statistical tests that were used. The near-linear pattern provides evidence that the prediction errors have been distributed randomly
and symmetrically around zero which in turn guarantees the unbiased nature of the model performance. Such behavior of normal
residuals strengthens the regression estimates' accuracy and the validity of hypothesis testing. The dataset's trend following normal
distribution has been confirmed through descriptive results in Table 1 and is also corresponding to the visual interpretation via this
Q-Q plot. In general, as depicted in Figure 4, the standardized residuals reinforce the model's suitability for inferential statistical
analysis and indicate the normality assumption, which is necessary for regression-based evaluations in the study of adversarial
robustness, has been met.

5. Conclusion

The statistical evaluation that was conducted in this study has confirmed that the proposed multimodal Al framework not only
enhances the performance of the cybersecurity system but also does so with a high level of statistical reliability. The Q-Q plot
analysis confirmed that the residuals were very close to the theoretical quantiles, which is proof of normality of the error
distribution and indicates very little bias. Furthermore, the extreme P-Value distribution showed that all the parameters that were
tested had significant outcomes which were consistent, and the highest P-Value observed was still well below the 0.005 cut-off.
Such outcomes validate the trustworthiness of the proposed Al model and thus its predictive robustness is further strengthened. The
analytical strength indicates that utilization of a mixture of data modalities (network traffic, user behavior, and system logs) will
lead to very good threat detection and decision-making accuracy. The research also provides a statistically adequate that
performance evaluation in Al-driven cybersecurity environments can be carried out using this approach.

6. Future Work

It would be a great idea for future research to make an attempt to broaden this framework by adding on real-time adaptive
learning mechanisms that are able to adjust dynamically to the coming changes in the cybersecurity threats. The combination with
deep learning architectures such as transformers and graph neural networks could be another area where multimodal feature
representation could be further improved. Moreover, the use of explainable Al (XAI) models will contribute significantly towards
increasing transparency and interpretability of the cybersecurity decision-making process. Increasing the diversity of the dataset
and putting it through tests in both cloud and edge-based infrastructures will go a long way in testing the model's scalability and
generalization. Eventually, blending the Al-enabled optimization framework with automated compliance reporting systems can
simplify regulatory compliance, which in turn, makes the cybersecurity ecosystem more adaptable, smart, and self-reliant.
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