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Abstract: In the current digital systems that are becoming extremely complex and distributed, it is pertinent to argue that data
security at all stages of its existence has become a major concern. Data in use during computations is more prone to unauthorized
access and tampering compared with the other two, and most likely in untrusted scenarios like public clouds and edge devices.
Confidential computing fills this gap through computing in hardware-based Trusted Execution Environments (TEES), which
provide strictly isolated run-time access, code integrity, and data confidentiality. This paper will give an in-depth introduction to
confidential computing with emphasis on TEEs such as Intel SGX, ARM TrustZone, AMD SEV, and RISC-V Keystone. It
discusses their models of operation, their protection assurances, and makes comparisons with their performance standards.
Technical cases involving cloud computing, privacy-preserving machine learning, secure data analytics, blockchain and other
spheres of critical importance, such as finance and healthcare, are surveyed to showcase the immense potential of TEEs.
Furthermore, the paper comments on some of the drawbacks at present, such as performance overhead, the threat of side channels,
scalability issues, and regulatory challenges. The emerging trends in integration with zero-trust architectures, the TEE design, and
hybrid integration of TEEs with cryptographic solutions are reviewed, as well. In this analysis, the paper at hand seeks to clarify
the current contributions of TEEs in defining the future of secure and privacy-aware computing within a globally interconnected
ecosystem.
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1. Introduction

In the digital age, when data has become one of the most valuable assets, its security is the primary requirement for both
individuals and organisations. Conventional security frameworks focus on protecting data at rest and in transit with encryption
codes and secure communication systems. However, a significant gap still exists in securing data during the active processing
period, as is the case when data in system memory is commonly presented in plaintext format and is subject to unauthorised access
or vulnerability to modification. [1-3] this constraint has been especially problematic in cloud computing setups, where the user
will be trusting a third-party provider of infrastructure (with potentially sensitive workloads). Due to the ongoing increase in data
breaches, insider threats and malicious cyberattacks, a new paradigm of data protection has emerged- confidential computing.

Confidential computing aims to address this issue by providing data protection in use, leveraging hardware-protected Trusted
Execution Environments (TEEs). A TEE is a separate, confidential subsystem inside a processor that allows code to be executed
and data to be processed in a way that no unrelated software (not to mention a user) can intervene or spy, including higher-level
software, an operating system, or a hypervisor. This technology enables sensitive calculations to be conducted in a manner that
does not compromise their privacy, thereby promoting trust in distributed computation systems and benefiting use cases that have
had their scope limited due to privacy restrictions.

Many hardware vendors, such as Intel (Software Guard Extensions (SGX)), AMD (Secure Encrypted Virtualisation (SEV),
and ARM (TrustZone), have presented varying TEE technologies. Such technologies can differ in their implementation and design;
however, they share a common purpose of providing a secure enclave that allows for the execution of confidential tasks. Remote
attestation of the TEE's integrity before loading workloads also enhances the level of trust between the parties. Accordingly,
confidential computing plays a crucial role in the current security framework. Confidential computing has gained considerable
traction in recent years, particularly in 2023, as it has seen increased industry uptake, the emergence of open-source frameworks,
and backing from cloud service providers. Among the areas where it is currently being used are secure multi-party computation,
privacy-preserving machine learning, confidential blockchain transactions, and secure data sharing between untrusted domains.
Some challenges exist, regardless; the issues include performance tradeoffs, memory constraints for TEE, side-channel
susceptibilities, and standardised programming models. This paper discusses major concepts, architectures, and technologies, as
well as practical applications of confidential computing. It aims to provide an overview of how TEEs are transforming the future of
secure computation and to highlight the efforts being pursued at present to overcome existing limitations.
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2. Foundations of Confidential Computing
2.1. Evolution of Data Protection in Computing
2.1.1. From Perimeter Security to Data-in-Use Protection

Historically, the issue of information security in computing environments has centred on perimeter security solutions, such as
firewalls, antivirus, and access controls. These were intended to block the way of intruders in a trusted internal network, and it was
based on the assumption that most threats were external. [4-6] the perimeter-based approach was insufficient as computing systems
become more interconnected, and an increased number of remote work, mobile devices, and third-party services extended the
surface of attack. The threats that have become modern are frequently internal, including compromised insiders, malicious
administrators, or supply chain weaknesses.

Prior data protection measures focused on protecting data at rest through data encryption and protecting data in transit through
secure data transfer protocols such as TLS. However, these safeguards prove insignificant when data must be deciphered to be
processed. This protection vulnerability, also known as the data-in-use vulnerability, leaves sensitive information susceptible to
compromise during execution, particularly in a multi-tenant environment such as a public cloud. Confidential computing can help
overcome this challenge by allowing data protection to be maintained during processing, thereby completing the triad of data
protection.

2.1.2. Shifts in Threat Models with Cloud and Edge Computing

The emerging threat landscape has been profoundly changed due to the sudden growth of cloud and edge computing. In the
cloud, companies typically relinquish control of physical capacity and entrust third-party providers with the responsibility of
providing storage and computation. This also introduces new risks, including malicious or corrupted administrators, common
hardware attacks, and vulnerabilities in the hypervisor or virtual machine. Devices at the edge can be used in physically insecure or
hostile environments where the attacker has direct access to the hardware. Such changes require that a more forceful form of
security be placed in a position where it is not supported by trust in the infrastructure. Confidential computing enables trust to
reside in hardware-based enclaves that guarantee code and data confidentiality, regardless of the environment in which it is used.
This enables users to execute sensitive workloads on the cloud or at the edge with greater confidence, regardless of whether they
have complete trust in the underlying platform.

2.2. Architectural Overview of Confidential Computing
2.2.1. Core Components: Hardware, Firmware, Software Layers

Confidential computing has a processor-based, modular architecture that comprises integrated hardware, firmware, and
software. The hardware is foundational, and this typically involves a processor that provides support for TEE features, such as Intel
SGX and AMD SEV. The isolation of memory areas supported by the hardware provides isolated areas of memory, referred to as
enclaves or secure worlds, with boundaries safeguarded by hardware. Hardware and firmware (such as microcode and secure boot
protocols) are used in concert to form a trusted execution baseline. They are used to verify the integrity of the computing
environment on device boot.

Beyond these low-level layers, the software stack comprises secure runtimes, TEE SDKs, remote attestation mechanisms, and
application-level logic that utilises TEE as part of secure execution. This layered design ensures that even if vulnerabilities in
upper-level software components are exploited, sensitive workloads will be isolated and hidden within the enclave. In addition,
attestation mechanisms enable any outside observer to verify that code is executing in an authentic and unmodified TEE before
exchanging sensitive data with that code.

2.2.2. Role of TEEs in the Computing Stack

Trusted Execution Environments play a critical role in confidential computing, as they establish secure compartments within
the chip. These compartments can enable the execution of applications in isolation from the host operating system, hypervisor and
other co-resident applications. TEEs very strictly impose confidentiality and integrity assurances by hardware means, including
memory encryption, access control, and tamper verification. TEEs consolidate trust in the hardware by inserting it directly into
hardware and move the focus of trust to the software stack, to the silicon level. This is particularly relevant to the case of cloud
computing, where the infrastructure is shared and sometimes obscure. TEEs allow secure enclaves to execute unmodified
applications with minimal performance impact and support attestation services to demonstrate to remote parties that sensitive
workloads are executed in a secure and anticipated environment. This is essential for cases involving secure data analytics,
inference of personal Al models, and processing of encrypted databases.
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2.3. Security Properties of Confidential Computing

Confidential computing is a framework of fundamental security properties designed to secure sensitive workloads throughout
the entire execution lifecycle. Confidentiality is the most fundamental property, ensuring that an unauthorised party, such as a
system administrator, operating system, or another application, cannot retrieve data processed within a TEE. This is enabled by
both hardware and the encryption of memory, as well as limited access points to the gnat.

Integrity, which ensures that the code and data within a TEE have not been tampered with, is another important property. This
is enforced through secure boot procedures, cryptographic measurements, and attestation procedures that verify the conditions
within the enclave before execution. Importance is also emphasised through attestation, as it builds trust between the enclave and
external systems, or among users, thereby allowing for safe secret provisioning or other sensitive inputs after validation. Some of
the other properties entail isolation, which hinders communication between the trusted and untrusted sections of the system, as well
as resilience, a property of the TEE that resists a series of attacks, including those affecting the sharing of hardware components.
Although TEEs do not offer immunity to the world of threats, especially side-channel attacks, they are an important step toward
creating a more secure environment for running sensitive tasks holistically in computing applications.

3. Trusted Execution Environments (TEES)
3.1. Architecture of TEEs

Confidential computing is supported by creating isolated, hardware-based enclaves where data can be executed in a high-
security environment provided by Trusted Execution Environments (TEEs). [7-10] TEEs' architecture consists of multiple indoor
layers, including one of the physical hardware, orchestration cloud, and compliance monitoring infrastructure. At the bottom level,
there are TEE hardware implementations, such as Intel SGX, AMD SEV, ARM TrustZone, and RISC-V Keystone. The
technologies offer secure enclaves in processors that fulfil the confidentiality and integrity at the expense of a compromised host
system.

TEEs connect to wide-area cloud systems and confidential computing engines. Secure workloads, such as confidential
machine learning, encrypted databases, and privacy-preserving analytics, are executed inside these TEEs. The integrity of the
enclave is attested to, before execution, by an attestation service, which issues a token that is subsequently used to obtain
decryption keys through a Key Management Service. This is used to ensure that only trusted and unmodified code is given access
to sensitive data. The orchestration level (e.g. Kubernetes Confidential Pods) deploys securely into virtual machines and mediates
data confidentiality and access control policies. Meanwhile, compliance elements, such as policy enforcement engines and audit
services, track and record the system's behaviour to ensure security governance is carried out throughout the application lifecycle.
The complex, multi-systemic interaction of users, trustworthy environments, and cloud systems characterises modern confidential
computing.

3.2. Types of Trusted Execution Environments (TEES)
3.2.1. Intel SGX

The most used TEE implementation in commercial systems is Intel Software Guard Extensions. It provides a new pattern of
CPU instructions that allow applications to develop exclusive areas of memory, known as enclaves. These enclaves are
disconnected from the rest of the system, [11-13] including the operating system, hypervisor, and other applications. The protected
memory space is accessible only to code that is inside the enclave, making SGX especially suited for use cases requiring high
assurance, such as digital rights management, blockchain wallets, and privacy-preserving data analytics. SGX also includes the
capability to enable remote attestation, which enables external parties to confirm the integrity and authenticity of the enclave prior
to provisioning secrets or sensitive data.

3.2.2. ARM TrustZone

ARM TrustZone employs a different architectural strategy, in which the entire system is partitioned into two worlds: the
Secure World and the Normal World. To switch between these worlds, the processor uses a mechanism called the Secure Monitor
Call (SMC). TrustZone is also suitable for mobile and embedded systems and is designed to secure both hardware and software
resources. The Secure World provides mechanisms that allow trusted applications and services to run, such as secure bootloaders,
biometric authentication, and digital key storage, developed by developers. Meanwhile, the main operating system can run in the
Normal World. Currently, although considered less granular than SGX, TrustZone offers a high level of flexibility and an effective
solution that provides a lightweight security approach for restricted devices.
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Figure 1: Confidential Computing Architecture Using Trusted Execution Environments (TEES)
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Figure 3: ARM TrustZone

3.2.3. AMD SEV

AMD Secure Encrypted Virtualisation (SEV) is designed to enhance the security of virtualised systems by encrypting the
entire memory of a virtual machine (VM). SEV, unlike SGX, which can only isolate at the application level, will work at the
hypervisor and VM level, providing complete memory encryption for guest VMs. The AMD Secure Processor (PSP) controls
unique encryption keys assigned to each VM, so that even if the hypervisor is compromised, it is still unable to access the VM's
contents. AMD has added extra capabilities to SEV, such as SEV-ES (Encrypted State) and SEV-SNP (Secure Nested Paging), to
maintain CPU register states securely and conduct more rigorous memory integrity verification. Cloud workloads are a particular
use case where multi-tenant isolation, as well as minimisation of hypervisor trust, are essential; SEV gains a particular advantage
here.
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3.2.4. RISC-V Keystone

RISC-V Keystone is an open-source framework for running TEE, which has been specifically created for the RISC-V
processor. Keystone provides a customizable and modular TEE system, which allows both researchers and developers to tailor the
trusted computing base (TCB) and security mechanisms according to desired use cases. Keystone is remarkable for its
transparency, free hardware compatibility, and community-driven approach. It is an expanding trend of open and auditable TEEs,
particularly in academia or applications like embedded systems or specialized hardware platforms.
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Figure 5: RISC-V Keystone

3.3. Key Features and Capabilities

Trusted Execution Environments (TEES) offer a distinctive combination of security and performance, thanks to their isolation
and hardware support. Secure isolation is also one of the characteristics of TEES, which means that the code and data cannot be
accessed by any software, including privileged software such as hypervisors or OS kernels. Remote attestation is also supported by
TEEs, a cryptographic mechanism that enables a remote verifier to establish the authenticity and integrity of the TEE environment
before sending sensitive data or code. Additionally, TEES enable secure key management, both internally and in conjunction with
external Key Management Services (KMS), ensuring that a runtime decryption can only occur once a succeeding attestation is
made. Most TEESs additionally endorse minimal Trusted Computing Bases (TCBs) with a minimal attack surface area, as they have
only fundamental elements in the trusted zone. More advanced implementations support dynamic memory allocation, multi-
threading, and compatibility with high-level languages. They can be used on modern workloads, such as confidential machine
learning, secure databases, and blockchain execution nodes.

3.4. Security Guarantees

TEEs provide strong security guarantees through hardware-assisted confidentiality and integrity enforcement. All information
stored in an enclave is not accessible to any external entity, such as the host operating system's administration, and is also
physically inaccessible in certain cases. This protects the possibility of making relatively sensitive types of computations, such as
financial transactions, health data processing, or cryptographic operations, in an extremely trustworthy environment.
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Code integrity is another important guarantee, ensuring that authenticated and unmodified code can only be executed within
the enclave. This is supported by secure boot and attestation processes, which verify and validate the code before it is executed. In
addition, TEEs provide tamper resistance against various classes of attack vectors, including cold boot attacks, DMA attacks, and
some side-channel attacks on certain platforms. Although no TEE is perfectly impervious to even advanced side-channel or
speculative execution attacks, their security posture is comparatively secure, thus increasing the attack costs and complexity of
potential attackers, and forming a fundamental part of zero-trust and cloud-native security design in the current security
architecture.

4. Applications of Confidential Computing

Confidential computing enables the execution of sensitive workloads within a secure and confidential computing environment.
Hence, it is very topical in a wide range of application areas where data confidentiality, [14-16] integrity, and trust are at a
premium. Confidential computing secures the confidentiality of the context by enabling organizations to execute computations by
using encrypted or other sensitive data without compromising it to the rest of the system or their infrastructure, using TEEs. This
chapter provides an overview of its practical applications in several areas of technology, including cloud computing, data analytics,
and blockchain.

4.1. Cloud Computing and Multi-Tenant Environments

Contemporary cloud computing: In a cloud computing environment, particularly a public cloud, there are several tenants
sharing the same physical infrastructure, which introduces an inherent trust problem. The customary isolation zones, such as virtual
machines and containers, depend on transient hyperspaces and operating systems, which also turn out to be targets of attack
themselves. Confidential computing counters this by allowing repeated execution of workloads in TEES, including isolating them
even from privileged system software. The services based on TEE are now supported by cloud service providers such as Microsoft
Azure through the Confidential Computing extension of Azure, and Google Cloud through Confidential VMs. These enable
businesses to execute sensitive applications, including financial services, healthcare processing, or Al inference, with a high degree
of certainty that their information will be kept confidential, even by the cloud provider. This not only increases the level of data
protection but also makes it easier to comply with regulations in fields with high levels of privacy, such as GDPR, HIPAA, or PCI-
DSS.

4.2. Secure Data Processing and Analytics

Secure data analytics is one of the most promising applications of confidential computing: in this scenario, organizations want
to use sensitive data to derive knowledge and insights without revealing it. TEES support the processing of encrypted or sensitive
data during computation, enabling secure end-to-end data protection in both storage and processing. This is especially useful where
two or more stakeholders are working together, sharing data, yet lacking complete trust among them. To illustrate, in the healthcare
sector, individual hospitals will be able to input data on their patients into a common, cloud-based analysis platform without
disclosing personal records to other users. The calculation is done in an enclave, and aggregated or anonymised outcomes are
released. Similarly, in financial services, encrypted financial transactions can be processed through secure multiparty analytics to
detect fraud or perform risk modelling. Confidential computing facilitates such use cases without requiring decryption in a non-
trusted environment, resulting in a large reduction in risk.

4.3. Blockchain and Smart Contracts

The design of blockchain systems is decentralised and transparent, which means they are fundamentally weak when it comes
to ensuring that specific types of data remain confidential. Automated code that executes on blockchains, called smart contracts,
frequently must manage sensitive input or business logic. Conventional blockchain implementations have the drawback of
revealing all transaction information to the public ledger, which restricts their use in sensitive bidding scenarios, closed-property
exchanges, or decentralised identity systems. Smart contracts can run off-chain or on secure enclaves through confidential
computing, thus guaranteeing integrity and confidentiality. Hyperledger Avalon and Oasis Labs are projects that extend the use of
TEEs in trusted off-chain computations, only returning the result or proof to the blockchain. This hybrid method can support a
novel type of decentralized application (dApp) that has the security properties of blockchain and the confidentiality of TEEs. This
makes confidential computing a critical enabler of privacy-preserving decentralised finance (DeFi), secure voting systems, and
enterprise-ready blockchain solutions.

4.4. Privacy-Preserving Machine Learning

Machine learning that supports privacy (PPML) has seen an increasing amount of research and application because
organisations are more frequently using sensitive personally identifiable or proprietary data in training Al models. Confidential
computing is also a viable means of supporting machine learning on sensitive datasets, as data can be secured or isolated during
both the training and inference steps. Executing ML processes in TEES can enable them to conduct computations with raw data that
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is never exposed outside the operating system and the hypervisor or cloud provider, which greatly decreases the risk of exposing
the data to a security breach.
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Figure 6: Lifecycle of Confidential Computing Workflow

Confidential computing can enable a community to share data in federated learning scenarios, where different parties have
their confidentiality requirements, such as hospitals, banks, or research institutes. The model is trained within a TEE where data is
not visible, even to peers and system administrators. Confidential inference also works in deployment scenarios, where sensitive
user inputs (e.g., biometric data, medical images, financial transactions) can be provided to ML models that run in the cloud and
are not exposed to information leakage. This is particularly vital in building confidence in Al services and adhering to privacy
laws, such as the GDPR, which require data minimisation and security in the process of data handling.

4.5. Financial Services and Healthcare

Healthcare and finance are the two most regulated industries, and data sensitivity, security, and privacy are key considerations
in both. Confidential computing will provide a transformative opportunity to empower these industries to process and share their
data securely, addressing compliance and governance requirements. Fraud detection, money laundering detection, secure trading
algorithms, and customer onboarding can all be facilitated using applications in financial services. Banks and fintech firms can
develop co-joined risk analysis or credit scoring models using combined data sets with the help of TEEs —shared data sets, but not
their plain version. This improves the security and competitiveness.

Confidential computing can open the way to securely analyse electronic records, genomic information and medical images in
healthcare. Hospitals, research facilities, and pharmaceutical corporations have the opportunity to conduct collaborative research or
create Al-based diagnostic devices based on shared user data, with the guarantee that no personally identifiable information will
leave the boundaries of the TEE. These have significant implications for drug discovery, pandemic modelling, and personalised
medicine. Moreover, the technology makes it easy to comply with health-related regulations on health information like HIPAA (in
the U.S.) and analogous schemes worldwide because it provides fine-grained control over data security in real-time environments.

5. Challenges and Limitations

Confidential computing has also achieved considerable success in preventing data-in-use, albeit at the cost of certain
weaknesses. [17-20] Similar to any new type of technology, it also has both practical and theoretical issues that should be resolved
to promote its adoption on a massive scale and its predictability. Performance overhead, vulnerabilities to side-channel attacks, and
vulnerabilities in the underlying hardware are the most significant issues. These issues may impact the practicality, security, and
reliability of TEEs in real-world applications.
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5.1. Performance Overhead

The software's ability to perform its work as effectively as before is one of the most important issues related to the domain of
confidential computing. Executing applications within an isolated environment typically consumes more resources to provide
isolation, encryption, and signature checks. Operations such as memory encryption, secure context switching, and attestation may
create additional latency and reduce throughput, especially in data-intensive or real-time workloads. Furthermore, most TEE
architectures, such as the Enclave Page Cache in Intel SGX, have a limited capacity, which restricts their memory, causing
unnecessary paging to untrusted memory and incurring high performance costs. This poses a significant constraint to applications
that involve large datasets or complex calculations, such as machine learning or financial modelling. Despite efforts to minimize
this gap through newer generations of TEEs and virtualisation-based confidential computing frameworks (such as AMD SEV-SNP
and Intel TDX), a performance-security trade-off is one of the main impediments to adoption in high-throughput computing
systems.

5.2. Side-Channel Attacks

Although the isolation offered by TEEs is specified to be high, it is still vulnerable to side-channel attacks, which is a whole
category of vulnerabilities based on the indirect leakage of information due to system behaviour, such as timing, power
consumption, or memory access patterns. The attackers can exploit these avenues to deduce sensitive information, even when it is
encrypted and stored in a secure enclave. Prominent names are the Foreshadow vulnerability on Intel SGX and attacks that utilize
speculative execution, such as Spectre and Meltdown. These attacks compromise the fundamental value of confidentiality and also
illustrate the impossibility of achieving total isolation on a hardware level. Such mitigations range from constant-time algorithms to
noise injection and even compiler-level hardening, but at the cost of additional performance penalties. Thus, a balance between
improving software design, hardware, and ongoing investigation is necessary to prevent side-channel efforts through a combination
of approaches.

5.3. Hardware Vulnerabilities

As TEEs are inherently based on hardware-enforced isolation, any security weakness in a processor or chipset poses a
potential security risk, which can compromise the rest of the security model. Hardware flaws are more complex to fix compared to
software bugs and may require methods such as firmware updates, microcode patches, or even replacing the physical hardware. In
recent years, several well-known vulnerabilities have affected primary TEE implementations. As an illustration, architectural
design gaps in Intel SGX have surfaced on multiple occasions in the past, resulting in updates to threat models and trust
assumptions.

Moreover, some TEEs (especially proprietary ones) have a closed-source implementation, which makes auditing and
independent verification difficult. Such obscurity has the potential to erode the advancement of trust, particularly in regulated
sectors or open-source groups. Open TEES, such as RISC-V Keystone, are designed to address this by offering verifiable and
customizable hardware enclaves, although they are currently in an early adoption phase. Finally, strengthening the resilience and
visibility of TEE hardware will be a necessary step toward developing sustained confidence in confidential computing.

5.4. Scalability Issues

Scalability remains a significant constraint in the implementation of confidential computing technologies, particularly in large,
distributed, or high-performance computing systems. Trusted Execution Environments are commonly limited in terms of memory,
processing power, and enclave size. Case in point, Intel SGX enclaves have a limit of a few hundred megabytes for the Enclave
Page Cache (EPC), which is insufficient to access large amounts of data or multi-threaded programs. Reading and writing
encrypted data into and out of the enclave largely slows down the performance and complicates horizontal scaling.

Also, the scales of distributed systems or clusters create a new range of issues. Trusted orchestration frameworks, secure
linkage of communication means, and distributed belief are crucial components of secure coordination among various enclaves or
nodes. These aspects are immature and non-consistent across platforms. This means that confidential computing must be integrated
into existing cloud-native application patterns, particularly those that tend to be highly microservices-focused, serverless, or
container-centric, and this requires significant adaptation and engineering. This is the absence of smooth scalability that restricts
the use of TEEs in excessively large enterprise and cloud-native use cases.

5.5. Regulatory and Compliance Concerns

Although confidential computing offers top-notch security mechanisms, it also poses regulatory and compliance issues that
organisations must navigate to cope with. Most operations, including those in finance, healthcare, and government, fall under strict
laws on data protection, which determine where and how the data may be processed.
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Since the TEEs run in hardware-isolated systems where third-party vendors may provide the operating environment (e.g.,
cloud providers), there is concern regarding control, visibility, and audibility of data manipulation procedures.

For example, there are specific rules that require the documentation of data streams, access limits, and evidence of data
deletion, which may prove challenging to confirm within the opaque enclaves. Moreover, courts like the EU have legal restrictions
on data sovereignty and cross-border data processing. If the TEE hardware is deployed through a cloud provider located in a
different country, it may violate regional compliance policies unless special guarantees are in place.

Further, the ownership of most TEE implementations can obstruct independent audits or certifications to standards such as
ISO/IEC 27001 or SOC 2. Although there is an emerging effort to create compliance systems specific to confidential computing
(e.g., the best practices developed by the Confidential Computing Consortium), the overall lack of clarity regarding the legality of
confidential computing and audit requirements thus far forms a barrier to the widespread adoption of this technology in sensitive
sectors.

6. Comparative Analysis of TEE Technologies

As Trusted Execution Environments (TEEs) become more widely used in various industries, it is essential to be aware of the
performance, security, usability, and deployment implications that TEEs present. TEEsS are not homogenous; different
implementations widely vary in architecture, functionality and trade-offs in operation. In this chapter, we provide a comparative
analysis of some of the most popular TEE technologies, both hardware- and software-based, to detail how they perform in practice,
the degree of security they provide, and the challenges that arise in their development and deployment.

6.1. Performance Benchmarking

TEEs exhibit diverse performance properties depending on the architecture in which they are built. Hardware-based TEEs,
such as Intel SGX and ARM TrustZone, are generally faster than software TEES in crypto and computation-intensive tasks, as they
provide access to optimised instructions and hardware acceleration. An example is that RSA encryption/decryption operates on
ARM TrustZone with high throughput, utilising direct access to hardware crypto modules.

Performance is, however, poor when handling lightweight or frequent operations that require context switching, such as
transitioning between secure and normal worlds. Software-based TEES, such as Virtual TEE (VTEE), perform better in these
scenarios due to their low transition overhead and capability to target specific, lightweight tasks. Another important fact is that
state-of-the-art secure computation methods, such as Homomorphic Encryption (HE), incur a high performance overhead, making
them largely unusable for real-time applications while still retaining data privacy. Benchmarking tools, such as TeeBench, have
demonstrated that numerous common algorithms, when tuned to work on traditional CPUs, must be redesigned to work effectively
in TEEs.

Table 1: Performance Benchmarks

TEE Type Algorithm Example | Throughput/Performance Main Bottlenecks
ARM TrustZone RSA High Hardware-optimised, ideal for cryptographic ops
ARM TrustZone | Lightweight operations Lower than VTEE World/context switching overhead
VTEE (Software) | Lightweight operations High Fewer context switches, optimized runtimes
Intel SGX SQL Join Moderate Requires algorithm redesign and EPC paging
Homomorphic Enc. | Generic computation Very Low Computationally intensive, not TEE-specific

6.2. Security Comparison

The main value proposition of TEES is security. TEES provide data protection at runtime, ensuring code confidentiality and
integrity at a high level, which is why they are not comparable to technologies like Trusted Platform Modules (TPM) or
Homomorphic Encryption (HE). TPMs are a source of some important storage and cryptographic functions, yet they do not support
secure execution environments or application execution. Homomorphic encryption enables computations over ciphertext but does
not allow checking the integrity of code or the security of the computational environment.

Nevertheless, TEEs are not vulnerabilities. Side-channel attacks and speculative execution attacks have targeted hardware-
based TEES, and research in 2023 has found them to continue having vulnerabilities in Intel SGX and TrustZone. Although they
provide powerful attestation mechanisms and memory isolation security, the fact that they utilize certain hardware architectures
implies that vulnerabilities in the processor design may result in severe data leakage. Security positioning is dependent on the
vendor and the level of implementation.
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Table 2: Comparative Security Properties

Property HW TEE | Homomorphic Encryption TPM
Data Integrity Yes Yes (if properly coded) Keys only
Data Confidentiality Yes Yes Keys only
Code Integrity Yes No Yes
Code Confidentiality Yes No Yes
Attestability Yes No Yes
Programmability Full Partial None

6.3. Usability and Development Ecosystem

Security and performance are not the only factors in the adoption of TEEs; ease of access and applicability to developers are
also important considerations. Intel SGX and ARM TrustZone have mature ecosystems, with Software Development Kits (SDKS),
debugging tools and sample libraries available. Nonetheless, we still need a good understanding of enclave partitioning, trusted
boundaries versus untrusted boundaries, and secure memory operations to develop TEE applications. Applications that were not
built with security in mind typically require developers to rewrite or significantly refactor large sections of code to operate securely
within the application enclave. The process is also complicated and prone to errors, particularly in large systems. In addition, TEES
allow for limited debugging due to their limited visibility, and secure update patterns require special consideration to maintain
enclave integrity. Development tools and benchmarking resources, such as TeeBench, are making the process of benchmarking and
development more straightforward. However, fragmentation by TEE type and API, as well as the lack of portability across
platforms, hinders widespread uptake.

6.4. Deployment Considerations

Deploying TEE-based solutions at scale comes with some logistical and architectural challenges. Hardware TEEs are tied to
both the vendor of the processor and its configuration, restricting cross-platform ability. For example, a 1 enclave for Intel SGX
will not be executable on an ARM-based server without extensive modification. This makes multi-cloud or hybrid deployments
more challenging. Software TEEs are more flexible but typically cannot provide as strong isolation guarantees, and may be
inappropriate for highly sensitive uses. Operationally, securing TEEs operating in a distributed system requires secure
provisioning, attestation keys, and firmware updates, often across thousands of devices. Patching vulnerabilities promptly, as well
as rotating secrets securely, can be a significant task.

Additionally, operating environments often require application-specific tuning to meet both performance and reliability
requirements in a live environment. In response, cloud providers are starting to offer TEE-as-a-Service solutions (e.g., Azure
Confidential Computing, AWS Nitro Enclaves), which can help alleviate some of these concerns. However, thorough coordination
will still require significant effort and resources.

7. Emerging Trends and Future Directions

Confidential computing is a rapidly maturing technology, with the application of Trusted Execution Environments (TEES)
playing a central role in supporting the increased privacy, security, and scalability capabilities of modern computing. The nature of
cybersecurity threats is growing more advanced, and the field of innovation both around and in TEEs is expanding. This chapter
will describe the most significant upcoming trends and future paths, guiding the future of confidential computing, including
architectural innovations, synergistic connections with other security paradigms, and the endeavour to standardise the ecosystem.

7.1. Advances in TEE Design

Recent advancements in TEE design have attempted to address the performance, memory, and flexibility constraints of older
solutions, such as Intel SGX and ARM TrustZone. New-generation TEES are under development, featuring larger secure memory
areas, multi-threading and lower context-switching latency. For example, the Trust Domain Extensions (TDX) by Intel present an
alternative separation at the virtual machine level, as opposed to the process level, to achieve greater scalability and performance.
Equally, AMD Secure Nested Paging in SEV-SNP provides finer-grained memory protection capabilities, and the exploitable
attack space is significantly smaller.

On the open-source side, RISC-V Keystone is generating interest with its modular and customizable architecture, allowing
researchers and developers to design the TEE towards their specific focus from the outset. These new platforms are also more open
and transparent, which makes them subject to more scrutiny and building of trust within the security community. As the designs
mature, they are likely to resolve many of the historic issues, such as small memory capacity, strict development models, and low
resistance to side-channels.

107



Sunil Anasuri / IJAIBDCMS, 4(2), 97-110, 2023

7.2. Integration with Zero-Trust Architectures

Zero-trust architecture (ZTA), with its principle of "never trust, but always verify,” is an emerging strategic imperative for
enterprises. TEEs further seal this model through their ability to lead isolated, verifiable, and secure execution environments —
even in potentially compromised systems. Technology TEEs can implement the principles of zero trusts at the hardware level,
allowing only trusted workloads and restricting access to sensitive data, even in cases of privileged insiders, by making remote
attestation and runtime verification possible.

The integration is especially useful in cloud and edge computing scenarios, where perimeter-based defence is no longer
effective. By integrating TEEs with ZTA, we can create secure enclaves to serve as trusted anchors, whereby applications,
containers, or microservices verify their integrity prior to interacting with sensitive systems. In future deployments, TEEs will also
form the baseline elements of a zero-trust implementation in both public and privately owned system infrastructure.

7.3. Combining TEEs with Cryptographic Techniques

One of the significant future trends is the improvement of TEES' positive attributes with sophisticated cryptography to generate
multi-level security models. Although TEEs already protect the runtime confidentiality and integrity, they may be complemented
with privacy-enhancing techniques (Homomorphic Encryption (HE), Secure Multi-Party Computation (SMPC), and Zero-
Knowledge Proofs (ZKPs)) to provide more extensive privacy guarantees. This hybrid method can address the shortcomings of
each technology when deployed alone, such as utilising a TEE to securely use cryptographic keys in an SMPC protocol.

In federated learning environments or machine learning with privacy constrained by cryptographic safeguards, amalgamations
of TEEs and cryptographic security allow combinatorial training of models without sharing data, even on the very platform that
executes the computation. There has been active experimentation in such fusion architectures in fields such as genomics, finance,
and national security. Issues still need to be resolved regarding the balance between performance and complexity, but this layered
solution represents the next frontier in secure computing.

7.4. Standardization Efforts and Industry Adoption

With the adoption of confidential computing reaching the mainstream, it is essential to standardise across the industry to
ensure interoperability, security guarantees, and developer coverage. There are organisations like the Confidential Computing
Consortium (CCC), part of the Linux Foundation, that actively work to standardise specifications, APIs, and practices for building,
testing, and deploying TEE-enabled applications. They are working to bring together fractured ecosystems in Intel, ARM, AMD,
and open-source solutions such as Keystone. Moreover, key cloud vendors such as Microsoft Azure, Google Cloud, and Amazon
Web Services are launching Confidential Computing-as-a-Service, which is driving practical applications to gain momentum.
These services conceal the implementation complexity of the underlying TEE and support plug-and-play confidential capabilities,
thereby making the technology accessible even to organisations lacking in-house cryptographic expertise. Regulatory regulations
and certification standards are also evolving towards confidential computing, which further solidifies its position in the industry
when it comes to data protection.

8. Conclusion

Confidential computing represents a significant breakthrough in the continuous evolution of end-to-end data protection. This
paradigm fills a long-overdue gap in security protection: data-in-use protection, by supporting computation over sensitive data in
isolated, hardware-protected environments (also called Trusted Execution Environments (TEES). With conventional approaches to
perimeter-based security being overwhelmed by the weight of cloud migration, edge computing, and the ever-advancing cyber
threats, TEEs offer a secure platform for processing, remote attestation, and confidentiality at runtime. Confidential computing in
cloud-based workloads, financial services, blockchain platforms, or machine learning pipelines allows for guaranteeing a new level
of trust and privacy. Challenges are to be encountered with the technology. Performance overheads, side-channel attacks, hardware
reliance, and the complexity of developing secure applications remain impediments to widespread deployment. However,
continued work to improve the design of TEEs, specialise them, standardise them, and combine them with cryptographic use and
zero-trust frameworks is opening the way to more deployment. Confidential computing can establish a stable foundation for secure
digital infrastructure, breaking down privacy barriers to innovation in both the public and private sectors.
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