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Abstract: Ransomware attacks pose a growing threat to U.S. public institutions, particularly in the education and government
sectors. These attacks exploit outdated infrastructure, limited budgets, and insufficient cybersecurity expertise, often leading to
significant operational, financial, and reputational damage. In response, a compliance-driven framework approach, leveraging
established standards such as the National Institute of Standards and Technology (NIST) Cybersecurity Framework (CSF), has
emerged as a viable mitigation strategy. This paper examines the application of compliance-driven frameworks through case
studies of educational and government institutions. Key findings highlight the importance of structured risk assessments, incident
response plans, and continuous monitoring in mitigating ransomware risks. Additionally, the case studies underscore the benefits of
aligning cybersecurity practices with regulatory requirements to enhance resilience against ransomware. This work provides
actionable insights and practical recommendations for public institutions to strengthen their ransomware defence capabilities.
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1. Introduction
1.1. Background

Ransomware attacks have become one of the most pervasive cybersecurity threats in recent years, particularly targeting public
institutions such as educational and government entities. These attacks often exploit vulnerabilities arising from outdated
infrastructure, limited budgets, and insufficient cybersecurity expertise [1], [3]. The consequences of ransomware incidents extend
beyond immediate financial costs, affecting the operational continuity and reputations of affected institutions [2], [6]. For example,
the WannaCry and NotPetya attacks demonstrated how ransomware could disrupt essential services globally, underscoring the
vulnerability of public-sector organizations [7], [11].

1.2. Problem Statement

Public institutions face unique challenges in mitigating ransomware threats due to their reliance on legacy systems and
constraints in implementing robust cybersecurity measures. While many sectors have adopted advanced tools and technologies,
public institutions often struggle to meet even basic cybersecurity requirements, making them lucrative targets for cybercriminals
[4], [10]. Moreover, the increasing sophistication of ransomware, including the emergence of ransomware-as-a-service (RaaS), has
amplified the risk and impact of such attacks [8].

1.3. Purpose and Scope

This paper investigates the role of compliance-driven frameworks in mitigating ransomware attacks in U.S. public institutions.
By examining real-world case studies, this study highlights the application of established frameworks, such as the NIST
Cybersecurity Framework (CSF), to address these challenges. The primary focus is on educational institutions and government
entities, as these sectors have been disproportionately targeted by ransomware attacks in recent years [5], [6].

1.4. Research Questions

This study addresses the following key questions:
e How can compliance-driven frameworks improve ransomware defense in public institutions?
e What lessons can be learned from case studies of ransomware mitigation in education and government sectors?
e What best practices can be recommended for future cybersecurity improvements in public institutions
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2. Understanding Ransomware Attacks
2.1. Definition and Mechanisms

Ransomware is a type of malicious software designed to block access to a computer system or its data until a ransom is paid
[1]. Modern ransomware variants employ sophisticated encryption techniques to lock critical files, rendering them inaccessible to
users [3], [7]. These attacks are typically delivered through phishing emails, malicious attachments, or exploit kits targeting
unpatched vulnerabilities in systems and software [11], [12].

Ransomware operates in two primary forms: locker ransomware, which restricts access to an entire system, and crypto
ransomware, which encrypts specific files or directories [4], [13]. Crypto ransomware has become the dominant form due to its
ability to demand higher ransom payments by targeting critical business operations.

2.2. Tactics and Methods

Ransomware attackers increasingly use advanced tactics to maximize their success. Double extortion schemes, for instance,
not only encrypt data but also threaten to publish it if the ransom is not paid [5], [8]. Additionally, ransomware-as-a-service (RaaS)
platforms have lowered the barrier to entry for cybercriminals, allowing even non-technical individuals to launch attacks [14]. The
emergence of Raa$S has significantly contributed to the exponential growth in ransomware incidents.

2.3. Impact on Public Institutions

Public institutions, particularly in education and government, are prime targets for ransomware due to their reliance on
outdated technology and limited IT budgets [6], [10]. The impact of ransomware attacks includes service disruptions, loss of
sensitive data, and significant recovery costs. For example, the 2019 ransomware attack on the City of Baltimore resulted in over
$18 million in recovery expenses and operational losses [15]. Similarly, attacks on K-12 schools have disrupted academic
schedules and compromised student records [6].

2.4, Key Statistics and Trends

The frequency and severity of ransomware attacks have escalated in recent years. Reports indicate that ransomware accounted
for nearly 25% of all cyberattacks targeting public-sector organizations in 2019 [13]. Moreover, ransom demands have increased
significantly, with some attackers demanding payments exceeding $1 million [8], [16].

2.5. Escalation in Ransomware Incidents

Ransomware attacks have grown exponentially in both frequency and sophistication. Studies indicate that ransomware
incidents increased by 118% globally between 2017 and 2019, with the United States being one of the most targeted countries [1],
[3]. Public institutions, particularly in the education and government sectors, have reported a disproportionate rise in attacks,
accounting for approximately 25% of ransomware incidents globally in 2019 [13].

2.6. Rising Ransom Demands

The financial impact of ransomware has escalated significantly. Ransom demands, which averaged $12,762 in 2018, rose to
$36,295 by the end of 2019, reflecting a 184% increase [16]. High-profile attacks, such as those on the City of Baltimore and
several state governments, have seen ransom demands exceeding $1 million [15], [17]. In addition, costs associated with recovery
efforts often surpass the ransom itself, as seen in Baltimore’s case, where recovery expenses exceeded $18 million [15].

2.7. Emergence of Targeted Attacks

Unlike earlier ransomware campaigns that relied on broad distribution, recent trends indicate a shift toward highly targeted
attacks. These campaigns focus on organizations with critical data or services, leveraging tailored phishing emails and exploiting
known vulnerabilities [8], [12]. For example, the SamSam ransomware campaign, which specifically targeted U.S. municipal
governments, exploited weak passwords and unpatched systems to gain access [18].

2.8. Double Extortion Tactics

Double extortion, a tactic where attackers encrypt data and threaten to publish it unless a ransom is paid, has become
increasingly prevalent. A report by cybersecurity firms in 2019 noted that over 30% of ransomware incidents involved double
extortion tactics, adding a new layer of pressure on victims to comply [5], [14]. This trend underscores the evolving nature of
ransomware strategies, making mitigation more complex and demanding [13].

2.9. Industry-Specific Insights

Among public institutions, educational entities and local governments have emerged as prime targets. K-12 schools accounted
for nearly 60% of ransomware incidents in the education sector, often due to limited cybersecurity budgets and a lack of dedicated
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IT resources [6]. Similarly, small municipal governments, which frequently rely on legacy systems, have faced a surge in
ransomware attacks, emphasizing the need for targeted interventions [10], [19].

3. Challenges in Public Institutions
3.1. Budget Constraints

One of the most significant challenges faced by public institutions is the limitation of financial resources. Budget constraints
often prevent educational and government entities from investing in advanced cybersecurity measures, leaving them vulnerable to
ransomware attacks [3], [6]. Unlike private-sector organizations, public institutions typically allocate limited funding to IT
infrastructure, prioritizing operational requirements over proactive security measures [8]. This underfunding leads to gaps in
cybersecurity capabilities, such as the inability to deploy endpoint detection systems or maintain comprehensive backup solutions
[10], [15].

3.2. Outdated Infrastructure and Legacy Systems

Many public institutions rely on outdated hardware and software, which lack modern security features and are often
incompatible with contemporary security tools [4], [12]. Legacy systems, frequently used in government offices and schools, are
particularly susceptible to exploitation by ransomware attackers [18]. Moreover, patching and updating legacy systems is often
delayed due to operational disruptions or a lack of technical expertise, further exacerbating vulnerabilities [14]. The reliance on
such systems creates a significant barrier to implementing robust cybersecurity strategies.

3.3. Lack of Cybersecurity Expertise

Another critical issue is the shortage of trained cybersecurity professionals in public institutions. Smaller municipalities and K-
12 schools often lack dedicated IT staff, relying instead on generalist personnel who may not have the expertise to counter
sophisticated ransomware threats [6], [10]. This skills gap impedes the implementation of preventive measures such as regular
security audits, incident response planning, and employee training programs [13]. Additionally, institutions that employ third-party
IT services frequently encounter challenges in ensuring that contractors adhere to cybersecurity best practices [19].

3.4. Regulatory and Compliance Challenges

Public institutions are required to adhere to multiple regulatory frameworks, such as the Family Educational Rights and
Privacy Act (FERPA) for schools and the Health Insurance Portability and Accountability Act (HIPAA) for healthcare-related data
in government agencies [4]. Ensuring compliance while maintaining operational efficiency can be resource-intensive, particularly
for smaller institutions with limited staff [8]. Moreover, the lack of standardization in cybersecurity policies across different levels
of government creates inconsistencies in preparedness and response to ransomware attacks [9].

3.5. Interconnectivity and Network Vulnerabilities

The interconnected nature of public institution networks often amplifies risks. Shared systems between government
departments or school districts can serve as pathways for ransomware to spread across multiple entities once a single system is
compromised [13]. Poor segmentation of networks further facilitates lateral movement of ransomware, increasing the scope of an
attack [17]. This lack of segmentation is often due to insufficient planning and funding during network design and implementation
[20].

4. Overview of Compliance Frameworks
4.1. Importance of Compliance Frameworks

Compliance frameworks provide structured methodologies for identifying, assessing, and mitigating cybersecurity risks. For
public institutions, adopting these frameworks is critical to safeguarding sensitive data and ensuring the continuity of essential
services [4], [8]. Compliance frameworks not only help institutions adhere to legal and regulatory requirements but also improve
overall cybersecurity posture by integrating risk management practices into daily operations [2], [6].

4.2. NIST Cybersecurity Framework (CSF)

The National Institute of Standards and Technology (NIST) Cybersecurity Framework is one of the most widely adopted
standards for improving cybersecurity resilience. The NIST CSF consists of five core functions: Identify, Protect, Detect, Respond,
and Recover [2]. These functions guide institutions in managing cybersecurity risks effectively by emphasizing continuous
assessment and improvement. Public institutions, including municipal governments and school districts, have found the NIST CSF
particularly beneficial due to its flexibility and adaptability to diverse operational contexts [4], [10].

37



Nikhileswar Reddy Marapu / IJAIBDCMS, 2(2), 35-43, 2021

4.3. Sector-Specific Compliance Requirements

In addition to general frameworks like the NIST CSF, public institutions must adhere to sector-specific regulations. For
instance, educational institutions must comply with the Family Educational Rights and Privacy Act (FERPA), which mandates the
protection of student data [4], [6]. Similarly, government agencies handling healthcare-related data are required to meet the
standards of the Health Insurance Portability and Accountability Act (HIPAA) [13]. Compliance with these frameworks ensures
not only data protection but also operational and reputational integrity.

4.4. Role of 1SO Standards

The International Organization for Standardization (ISO) provides a set of standards, such as ISO/IEC 27001, focused on
information security management. These standards offer a globally recognized framework for implementing and maintaining
effective cybersecurity controls [21]. Public institutions adopting ISO standards benefit from a systematic approach to securing
information assets and mitigating risks associated with ransomware [4], [14].

4.5. Challenges in Compliance Implementation

While compliance frameworks are essential, their implementation poses significant challenges for public institutions. Limited
budgets, a lack of expertise, and the complexity of regulatory requirements often hinder the adoption of these frameworks [9], [13].
Moreover, ensuring compliance across interconnected networks and shared systems remains a daunting task for many institutions
[20].

4.6. Emerging Trends in Compliance Frameworks

Recent developments in compliance frameworks emphasize integrating advanced technologies such as artificial intelligence
(Al) and machine learning (ML) to enhance threat detection and response capabilities [22]. Additionally, frameworks are
increasingly focusing on supply chain security to address vulnerabilities arising from third-party contractors and vendors [19].

5. Core Components
5.1. Risk Assessment and Management

Risk assessment is a foundational component of any compliance-driven cybersecurity framework. It involves identifying
vulnerabilities, evaluating potential threats, and prioritizing risks based on their impact and likelihood [2], [4]. For public
institutions, a structured risk management approach helps allocate limited resources to the most critical areas, ensuring maximum
protection against ransomware [10]. The NIST Cybersecurity Framework emphasizes periodic risk assessments to adapt to
evolving threats, making it a vital element for institutions vulnerable to ransomware attacks [2], [15].

5.2. Incident Response Planning

Incident response planning ensures that public institutions are prepared to detect, contain, and recover from ransomware
attacks. A well-defined incident response plan includes clear protocols for identifying ransomware infections, isolating affected
systems, and communicating with stakeholders [4], [10]. Such plans often integrate best practices from standards like the NIST
CSF and ISO 27001, ensuring a rapid and coordinated response [21]. For example, the SamSam ransomware attacks highlighted
the importance of having pre-established incident response mechanisms to minimize downtime and data loss [18].

5.3. Continuous Monitoring and Detection

Continuous monitoring is critical for identifying ransomware activities early and preventing widespread impact. By deploying
intrusion detection systems (IDS) and endpoint protection solutions, institutions can identify abnormal behaviors indicative of
ransomware attacks [4], [19]. The integration of real-time monitoring tools with machine learning algorithms enhances the ability
to detect and mitigate ransomware threats proactively [22]. Public institutions, however, face challenges in adopting such
technologies due to budgetary and technical constraints [6], [14].

5.4. Regular Data Backup and Recovery

Data backup and recovery mechanisms are essential for mitigating the impact of ransomware. Effective backup strategies
include maintaining multiple copies of critical data, implementing offsite storage solutions, and ensuring that backups are regularly
tested for integrity and reliability [2], [14]. The 2019 Baltimore ransomware attack underscored the importance of having robust
backup systems, as institutions without adequate backups face prolonged recovery times and higher costs [15].

5.5. Employee Training and Awareness

Human error remains one of the primary vectors for ransomware infections, with phishing emails being a common attack
method [1], [7]. Employee training programs aimed at recognizing phishing attempts and adhering to cybersecurity best practices
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significantly reduce the risk of ransomware incidents [6]. For example, educational campaigns targeting staff and students in K-12
schools have proven effective in reducing susceptibility to ransomware attacks [6], [13].

5.6. Policy Enforcement and Access Control

Strong policy enforcement and access control measures are crucial for limiting the spread of ransomware within institutional
networks. Role-based access control (RBAC), combined with multi-factor authentication (MFA), ensures that users have access
only to the resources necessary for their roles [13], [20]. Additionally, network segmentation helps contain the spread of
ransomware, reducing the risk of system-wide impact [14].

6. Benefits for Public Institutions
6.1. Enhanced Threat Detection and Response

Compliance-driven frameworks provide public institutions with systematic approaches to detect and respond to ransomware
threats. By integrating continuous monitoring and real-time analytics, institutions can identify anomalous behaviors indicative of
potential attacks [4], [19]. For instance, using the NIST Cybersecurity Framework (CSF), institutions are better equipped to
establish robust detection mechanisms and streamline incident response processes, minimizing the impact of ransomware incidents

[2], [15].

6.2. Improved Resource Allocation

Adopting a compliance framework enables public institutions to allocate their limited resources more effectively. Risk
assessments help prioritize vulnerabilities and allocate funding to address the most critical risks, such as implementing endpoint
protection systems or upgrading legacy infrastructure [3], [10]. This structured approach ensures optimal use of budgets, especially
for institutions with constrained financial resources [9], [14].

6.3. Alignment with Legal and Regulatory Requirements

Compliance frameworks, such as the NIST CSF and sector-specific regulations like FERPA and HIPAA, ensure that public
institutions meet legal and regulatory requirements while enhancing their cybersecurity posture [4], [13]. Adhering to these
frameworks not only reduces the risk of regulatory penalties but also fosters trust among stakeholders by demonstrating a
commitment to data security [6], [21].

6.4. Increased Resilience and Recovery Capabilities

Frameworks that emphasize incident response planning and regular backups improve an institution’s ability to recover from
ransomware attacks [18]. By ensuring that recovery mechanisms are integrated into their operations, institutions can quickly
restore services with minimal disruption. Case studies have shown that compliance-driven recovery strategies significantly reduce
downtime and associated costs, as evidenced by institutions that successfully implemented ISO/IEC 27001 guidelines [21], [22].

6.5. Risk Reduction Through Employee Training

Compliance frameworks often include provisions for employee training, which is crucial for mitigating the risks posed by
phishing and other social engineering tactics [6], [7]. Enhanced awareness among staff and students in educational institutions has
been shown to decrease the likelihood of successful ransomware attacks, thereby contributing to overall risk reduction [6], [13].

6.6. Strengthened Public Trust

Public institutions that adopt compliance frameworks demonstrate a proactive approach to cybersecurity, which strengthens
public confidence in their ability to protect sensitive data [9]. This trust is especially vital for government agencies and schools,
which handle critical personal and operational information [20]. Implementing standardized frameworks conveys a commitment to
transparency and accountability in cybersecurity practices [22].

7. Case Studies
7.1. Educational Institutions

Case Study 1: Ransomware Mitigation in a Public University: In 2018, a large public university faced a ransomware attack
that encrypted critical research data and administrative files. The attack exploited vulnerabilities in the university’s outdated
systems, including unpatched servers and weak access controls [13], [18]. To recover, the university implemented the NIST
Cybersecurity Framework (CSF), focusing on regular risk assessments, network segmentation, and employee training programs [2],
[15]. Within six months, the institution reported improved threat detection capabilities and significantly reduced downtime during
subsequent incidents [21].
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Case Study 2: A K-12 School District’s Approach to Ransomware Defence: A 2019 ransomware attack targeted a K-12
school district, disrupting administrative systems and online learning platforms. The district’s reliance on legacy systems and
limited IT staff exacerbated the situation [6], [19]. Post-attack, the district adopted ISO/IEC 27001 standards to enhance its security
framework, focusing on data backups, multi-factor authentication (MFA), and real-time monitoring tools [14], [22]. The adoption
of compliance-driven practices resulted in a 50% reduction in incident response time and improved data recovery processes [21].

7.2. Government Institutions

Case Study 3: Cybersecurity Enhancement in a State Government Agency: In 2017, a state government agency experienced a
ransomware attack that disrupted critical citizen services for over a week. The attackers exploited weak passwords and outdated
software to infiltrate the agency’s network [10], [18]. Following the attack, the agency adopted the NIST CSF and implemented
strict access control policies, automated patch management, and advanced intrusion detection systems (IDS) [2], [4]. These
measures enhanced the agency’s resilience, reducing the likelihood of successful ransomware attacks by 40% over the next two
years [14].

Case Study 4: Recovery from a Ransomware Attack in a Municipal Government: A small municipal government fell victim
to a ransomware attack in 2019, leading to the encryption of critical systems, including public utilities and financial records [15].
Lacking adequate backups, the government faced significant recovery challenges. By leveraging public-private partnerships, the
municipality adopted a compliance-driven framework aligned with the NIST CSF and ISO/IEC 27001 standards [4], [21]. The
integration of these frameworks helped rebuild their infrastructure with enhanced cybersecurity protocols, including role-based
access control (RBAC) and regular security audits [20].

8. Lessons Learned
8.1. Importance of Leadership Support

Strong leadership support is critical for successfully implementing cybersecurity measures. Case studies highlight that public
institutions with executive-level backing are more likely to secure the resources needed to establish robust defenses against
ransomware [3], [4]. Leadership drives the adoption of compliance frameworks, promotes accountability, and fosters a culture of
security awareness [6]. For example, the swift recovery of a municipal government in the wake of a ransomware attack was
attributed to its leadership prioritizing cybersecurity upgrades post-incident [15], [19].

8.2. Regular Risk Assessments and Audits

Regular risk assessments and audits are essential to identify vulnerabilities and ensure compliance with cybersecurity
standards. Institutions that conduct periodic reviews of their security posture can adapt to evolving threats more effectively [2], [4].
Risk assessments aligned with frameworks like the NIST Cybersecurity Framework (CSF) allow institutions to focus their limited
resources on high-priority risks, reducing the likelihood of successful attacks [10], [21].

8.3. Employee Training and Awareness

Human error is a primary factor in ransomware infections, with phishing emails being one of the most common attack vectors
[1], [7]. Employee training programs play a significant role in reducing these risks. Institutions that invest in regular cybersecurity
training report fewer successful ransomware incidents and faster recovery times [6], [13]. K-12 schools, for instance, have
demonstrated the effectiveness of targeted training in decreasing the susceptibility of staff and students to phishing schemes [19].

8.3. Role of Backup and Recovery Plans

Effective data backup and recovery plans are pivotal in minimizing the impact of ransomware attacks. Institutions with robust
backup systems and regularly tested recovery protocols experience shorter downtimes and lower costs during recovery [14], [15].
The City of Baltimore’s recovery challenges underscored the importance of maintaining offsite and redundant backups to ensure
quick restoration of services [15], [18].

8.4. Benefits of Public-Private Collaboration

Collaboration with private cybersecurity firms and government agencies enhances public institutions' ability to respond to and
recover from ransomware incidents. Public-private partnerships provide access to advanced threat intelligence, technical expertise,
and recovery resources that many public institutions lack [20], [22]. These collaborations also promote the sharing of best practices,
which can improve preparedness and resilience across sectors [9].
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8.5. Adopting a Holistic Security Approach

Ransomware mitigation requires a comprehensive approach that combines technology, policy, and training. Institutions must
integrate network segmentation, multi-factor authentication (MFA), and endpoint protection into their cybersecurity strategies [14],
[20]. A holistic approach ensures that both technological and human vulnerabilities are addressed, reducing the overall risk of
ransomware incidents [8], [21].

8.6. Continuous Improvement and Adaptation

The dynamic nature of ransomware threats necessitates continuous improvement and adaptation of cybersecurity practices.
Compliance frameworks provide a structured path for ongoing evaluation and enhancement of security measures [2], [4].
Institutions that regularly update their strategies based on emerging threats and trends are better positioned to prevent and mitigate
ransomware attacks [12], [22].

9. Policy Implications and Recommendations
9.1. Strengthening Cybersecurity Policies

The growing prevalence of ransomware attacks underscores the urgent need to strengthen cybersecurity policies at both the
federal and state levels. Policies should mandate the adoption of compliance frameworks such as the NIST Cybersecurity
Framework (CSF) and ISO/IEC 27001 in public institutions to standardize cybersecurity practices and enhance resilience [2], [4].
State governments should establish clear guidelines for implementing these frameworks, ensuring alignment with national
cybersecurity standards [9], [21].

9.2. Increased Funding and Resources

Public institutions require increased funding to address critical vulnerabilities in their IT infrastructure. Allocating federal and
state grants specifically for cybersecurity improvements can help schools, municipalities, and state agencies invest in modern
systems, employee training, and advanced threat detection tools [6], [10]. For example, federal initiatives like the Cybersecurity
Infrastructure Security Agency’s (CISA) funding programs could be expanded to provide targeted support for institutions facing
budgetary constraints [22].

9.3. Enhancing Public-Private Partnerships

Public-private partnerships play a vital role in mitigating ransomware threats by facilitating access to advanced cybersecurity
technologies, expertise, and threat intelligence. Governments should incentivize collaboration between public institutions and
private-sector firms through tax benefits and regulatory support [9], [19]. Partnerships can also promote the development of sector-
specific threat intelligence sharing platforms, enabling institutions to stay ahead of emerging ransomware tactics [14], [20].

9.4. Standardizing Incident Reporting Requirements

A standardized framework for incident reporting is necessary to improve the speed and effectiveness of ransomware response
efforts. Governments should establish clear guidelines for reporting ransomware attacks, including timelines, reporting channels,
and required information [4], [13]. Such standardization can help authorities analyze attack trends, identify patterns, and develop
targeted mitigation strategies [18].

9.5. Strengthening Data Privacy Regulations

Strengthening data privacy regulations can significantly reduce the impact of ransomware attacks. Laws such as the General
Data Protection Regulation (GDPR) in Europe have demonstrated the importance of stringent data protection policies [23]. U.S.
policymakers should consider enhancing existing regulations like FERPA and HIPAA to include provisions for ransomware
preparedness and response [6], [13].

9.6. Promoting Cybersecurity Education

Policymakers should prioritize cybersecurity education at all levels, integrating it into school curriculums and workforce
development programs. Cybersecurity awareness campaigns targeting employees, students, and the public can reduce human error,
which remains a primary vulnerability exploited by ransomware attackers [1], [6]. National initiatives promoting cybersecurity
certification programs can also address the skills gap in public institutions [9], [20].

9.7. Recommendations for Future Research

Future research should focus on developing adaptive and Al-driven cybersecurity solutions tailored for public institutions.
Policymakers should fund research into predictive threat modeling and automated response systems that can minimize the impact
of ransomware [22]. Additionally, studies exploring the cost-benefit analysis of compliance-driven frameworks can help justify
increased investments in cybersecurity [4], [15].
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10. Conclusion

Ransomware attacks pose a significant threat to U.S. public institutions, exploiting vulnerabilities in outdated infrastructure,
limited resources, and insufficient cybersecurity practices. The increasing frequency and sophistication of these attacks demand a
proactive approach to mitigate risks and ensure operational continuity. This paper has highlighted the critical role of compliance-
driven frameworks, such as the NIST Cybersecurity Framework (CSF) and ISO/IEC 27001, in strengthening the cybersecurity
posture of public institutions [2], [4].

The case studies examined in this research underscore the importance of leadership support, regular risk assessments,
employee training, and robust backup strategies in mitigating the impact of ransomware attacks [13], [15]. Furthermore, the
benefits of public-private partnerships and standardized incident reporting frameworks were evident in enhancing institutional
resilience and response capabilities [19], [20].

Policy recommendations emphasize the need for increased funding, enhanced regulatory standards, and the integration of
advanced technologies like artificial intelligence and machine learning into cybersecurity frameworks [21], [22]. These measures,
coupled with a holistic approach to cybersecurity, are essential for addressing both technological and human vulnerabilities [6],
[13].

Looking ahead, continuous improvement and adaptation to evolving threats will be crucial for public institutions to effectively
counter ransomware. Future research should focus on developing innovative, cost-effective solutions tailored to the unique
challenges faced by these institutions [22], [23]. By fostering collaboration, investing in education, and strengthening regulatory
frameworks, U.S. public institutions can build a robust defense against ransomware, safeguarding essential services and sensitive
data for the future [10], [15].
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